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1 Introduction to Comodo cWatch Web

Security

cWatch Web Security is a security intelligence service which protects networks and web applications from a wide

ranges of threats.

«  cWatch runs regular malware scans on your domains and automatically removes any malware. The
Content Delivery Network (CDN) service accelerates site performance by delivering your web content from

the data center closest to your visitor.

The service constantly logs events on your domains to identify new attack vectors. These logs allow the
Comodo Cyber-Security Operations Center (CSOC) to dynamically create and apply firewall rules to

combat the latest threats.

+  The console dashboard instantly tells you about the health of your sites, including any attacks and security

related incidents. You can have threat notifications sent to your email.

«  The web application firewall provides military grade defense against hacker, SQL injections, bot traffic and

more. You can also create your own custom firewall rules.

+ You can run regular weekly scans for the top 10 OWASP threats and for known CMS vulnerabilities.

cWatch Web Security is available in three different service levels. More details are available in License Types.

@ DASHBOARD

Welcome to your Dashboard!

CV\/a [Ch Here, you can quickly and easily access important information about the security of your sites.
Accessing a specific site under this menu will provide you with details about its overall security and easy access to helpful features such as:
Welcome Vulnerabilities, Malware , CSOC, CDN Metrics, and Settings.
B Let's make sure your site is secure!
@EN ¥ & O
53 Dashboard Malware ‘ Vulnerabilities \
o
cwatchdemo.com > 1 4
cwatchdemo1.com >

Site DDOS AIN Advanced Alerts

<4 cwatchdemo com 87 alerts created for CSOC team

=+ cwatchdemod.com 3 alerts created for CSOC team

= Advanced View < Add Site

Attacks Blocked

Managed WAF

87 attacks blocked

3 attacks blocked

This guide explains how to purchase cWatch licenses, how to set up the service, and how to use the management

console.
Guide Structure:
+ Introduction to Comodo cWatch Web Security

+ Purchase a License

+ License Types

« Log-in to the Administrative Console
« Add Websites

Comodo cWatch Web Security - Website Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 3
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+  The Main Interface
« The Dashboard
«  Website Data and Settings

+  Website Overview
«  Comodo Vulnerability Scans
+  Malware Scans
«  Cyber Security Operation Center Results
+  Content Delivery Network Metrics
+  Configure Firewall Rules
«  Website Configuration
»  Configure Malware Scan Settings
«  SSL Configuration
«  Configure CDN Settings
+  Configure WAF Settings
«  Configure Trust Seal
+  The Settings Interface

+  Upgrade Licenses for Domains
- Manage Your Profile
«  Get Support

1.1 Purchase a License

Three types of cWatch license are available:

- Basic
« Pro
«  Premium

For more details on the services offered with each, see License Types.

+  You can purchase licenses at https://cwatch.comodo.com/plans.php, or from the cWatch management
console after logging in at https://login.cwatch.comodo.com/login.

+  Licenses are charged per-website. Sub-domains are not covered if you buy a license for a primary domain
like example.com. Each sub-domain must be purchased as a separate license.

+  You can add multiple license types to your account if you wish to implement different protection levels on
different websites.

- You can associate websites with licenses in the cWatch interface. See Add Websites for more details.
Purchase a license

«  Choose a license type at https://cwatch.comodo.com/plans.php.. See License Types for more details
about the features of each license.

Comodo cWatch Web Security - Website Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 4
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Best Website Security Suluiun

Premium Pro Basic
On Demand Analysts - Complete Protection - +Ix Malware Removal
$94.90 $9.90 .. FREE
- Full Service - _ Best Seller - - No credit card required -
per domain per domain per domain
Scan every 4 hrs Scan every 6 hrs Scan Manually
Expert security tuning Unlimited Malware Removal Upgrade anytime for protection
Unlimited Malware Removal
DOIT ALL NOW PROTECT NOW FREE TRIAL

- Alternatively, visit https://cwatch.comodo.com, click 'Products' > 'Fix & Protect Now'
You will be taken to license configuration page:

O

Add Site

ADD SECURITY TO YOUR WEBSITE
Website

DOMAIN.COM

CONTINUE

Own Multiple Domains?

SHOP MULTIPLE LICENSES

+  Choose whether you want single domain license or multi-domain license.
+  Purchase single domain license - Enter your domain name and click '‘Continue' to purchase a

Comodo cWatch Web Security - Website Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 5
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single domain license. See Purchase single domain license for more details.

+  Purchase multi-domain licenses - Click 'Shop Multiple Licenses' to purchase licenses for
multiple websites. See Purchase multi-domain licenses for more details.

Purchase single domain license

Step 1 - Enter your domain name

ADD SECURITY TO YOUR WEBSITE

Website

DOMAIN.COM

«  Type your website (without 'www.") in the Website field and click continue
Step 2 - Enter your Comodo account Information

NEW USER

Erncail

Create a password

Ceanfirm your password

By creating an account, you agree to cWatch Website Security
Terms and Conditions and Privacy Notice

Already have an account? Signin

+ Ifyou don't have a Comodo account, enter your email address and a password to create a new account

Comodo cWatch Web Security - Website Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 6
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+ Ifyou already have a Comodo account, click 'Sign in'

EXISTING USER

Emniail

Password Forgot your password

New to cWatch?

CREATE YOUR ACCOUNT

+  Enter your username and password and click 'Sign-in'
Step 3 - Select License Type

Comodo cWatch Web Security - Website Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 7
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cWatch
\ Add Site Account Info Checkout
R mm. . Confirm Website Security License
‘ Basic ‘ ( Pro ‘ Premium Every website has its own unigue domain name which requires
-.\ / its own unique security license. We can begin repairing your
e — website and aded real-time detection to prevent future
cyberattacks based website's security icense.
Free Free
account 30 days Review your order

1Pro License

letection and removal v’

Total
$9.9

LS S xS

y y |

53.90  $24.90 N

Card Req
per month per month i |

«  Select the license type for the domain. See License Types for more details about the features of each
license.

+  Click 'Proceed to Checkout'
Step 4 - Enter Payment Details

cWatch O O O

Add Site Account Info Checkout

Pay Annually to Immediately Save $ 18.90 Now

PAYMENT PROFILE BILLING INFO
Purchase your website security licenses with an annual payment instead of
Cardholder Name Address monthly will save you 20% off your entire cost.
DISPLAYED ON CARD 0000 PARK STREET A
Annually Monthly
L]
Card Number Country
Review your order
0000-0000-0000-0000 “ 1Pro License
Subtatal
Expiration State 509
MMIYYYY Savings
S0
Security Code City Total
000 CLIFTON ks
Currency Postal Code
*
£ 3y e .
v 0000-0000 N <
SUBMIT PAYMENT Ei‘.

Comodo cWatch Web Security - Website Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 8
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«  Payment Profile - Enter your card details for recurring payments for auto-renewal of license.

«  Billing Info - Enter your billing address

«  Choose the period of license. The available options are 'Annually' or 'Monthly'.

«  Click "Submit Payment'
Step 5 - Activate License

)

© ©

Add Site Account Info

START THE DETECTION
AND PROTECTION SETUP

ACTIVATE CWATCH

S
Checkout

Your Payment Successfully Processed Online.

Your order summary for purchasing cWateh Website Security licenses
monthly recurring basis are listed below.

Review your order
1Pro License
Total

$9.9

Download you invoice »

+  Click 'Activate cWatch' to start protecting your website

Comodo cWatch Web Security - Website Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 9
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CONGRATULATIONS
WELCOME ABEOARD

ENTER DASHEOARD

Your license is now activated.
«  Click 'Enter Dashboard' to login to cWatch

Comodo cWatch Web Security - Website Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 10
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SIGN IN

+  Use your Comodo account username and password to login to cWatch.
+  You have to read and accept to the 'Terms and Conditions' on your first login.

Comodo cWatch Web Security - Website Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 1
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CWATCH WEB SECURITY END USER LICENSE AND
SUBSCRIBER AGREEMENT

THIS AGREEMENT CONTAINS A BINDING ARBITRATION
CLAUSE. PLEASE READ THE AGREEMENT CAREFULLY
BEFORE ACCEPTING THE TERMS AND CONDITIONS.

IMPORTANT—PLEASE READ THESE TERMS CAREFULLY BEFORE APPLYING
FOR, ACCEPTING, OR USING THE SERVICES. BY USING, APPLYING FOR, OR
ACCEPTING THE ACCOUNT OR SERVICES OR BY CLICKING ON "l ACCEPT"
BELOW, ¥YOU ACKNOWLEDGE THAT YOU HAVE READ THIS AGREEMENT, THAT
YOU UNDERSTAND IT, AND THAT YOU AGREE TO BE BOUND BY ITS TERMS. IF
YOU DO NOT AGREEE TO THESE TERMS, DO NOT CLICK. "l ACCEPT" AND DO
NOT APPLY FOR, ACCEFPT, OR USE THE SERVICES.

This End User License and Subscriber Agreement (this "Agreement") constitutes the
final binding agreement between the company that you represent ("Subscriber") and
either:

Comodo Security Solutions, Inc., with its principal place of business at 1255 Broad
Street, Suite 100, Clifton, New Jersey 07013, United States, or

If you are located in the European Economic Area, Comodo Security Solutions, Lid.,
which has its principal place of business at Third Floor, 26 Office Village, Exchange
Quay, Trafford Road, Salford Manchester M5 3EQ, United Kingdom, is the entity
responsible for any data or information that is processed or controlled and associated
with this product and services.

v

+  Click the 'Add Site' button at top-right to get started
«  See Add Websites for more help with adding and configuring websites.
Purchase multi-domain license

-

Step 1 - Select Licenses

Comodo cWatch Web Security - Website Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 12
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cWatch
Website Security op Licenses
H Shop Website Security Licenses
a3
E Every website has its own unique domain name which requires its own
E unigue security license. We can begin repairing your website and add real
P Ro P R E M I U M time detection to prevent future cyberattacks based website's security
license.
WEBSITE SECURITY LICENSES WEBSITE SECURITY LICENSES
Review your order
QTY: QTY: 1Pro License
$99.90 per license
1 1 $99.90 per year
1Premium License
$99.90 PER MONTH $249.00 PER MONTH $249.00 per license
$249.00 per year
unlimi emoval Unlimite emoval Total

$348.90 annually recurring payment

PROCEED TO CHECKOUT

+  Enter the number of licenses you want in 'Pro" and/or 'Premium' types.

6 Hr AL

«  One license covers one website or a sub domain
«  Click 'Proceed to Checkout'
Step 2 - Enter your Comodo account Information

EXISTING USER

Emniail

Password Forgot your password

New to cWatch?

CREATE YOUR ACCOUNT

+  If you already have a Comodo account, enter your username and password and click 'Sign-in'

+ Ifyou don't have a Comodo account, Click 'Create Your Account' enter your email address and a password
to create a new account

Comodo cWatch Web Security - Website Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 13
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NEW USER

Erncail

Credte o password

Confirm your passwaord

By creating an account, you agree to cWatch Website Security
Terms and Conditions and Privacy Notice

Already have anaccount? Signin

Step 3 - Enter Payment Details

cWatch

Pay Annually to Immediately Save $68.70

Purchase your website security licenses with an annual payment instead of

PAYMENT PROFILE BILLING INFO

Cardholder Narme Address monthly will save you 20% off your entire cost.

DISPLAYED ON CARD 0000 PARK STREET Annua”y MGnth ‘j

L]
Card Number Country

Review your order

0000-0000-0000-0000 v .
1Pro Licenses
Subtotal: $60.90 per year
Expiration e Total $99.90 one time payment
MM/YYYY 1Premium Licenses

Subtotal: $249.00 per year

Total $249.00 one time payment
Security Code .
et Subtotal

000
CLFTON $348.90

Currency
Postal Code

v 0000-0000

Comodo cWatch Web Security - Website Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 14
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«  Payment Profile - Enter your card details for recurring payments for auto-renewal of licenses.
«  Billing Info - Enter your billing address
«  Choose the period of license. The available options are 'Annually' or 'Monthly'.
+  Click 'Submit Payment'
Step 4 - Activate License

Your Payment Successfully Processed Online.

START THE DETECTION
AND PROTECTION SETUP Your order summary for purchasing cWatch Website Security licenses

manthly recurring basis are listed below.

Review your order

1Pro Licensas

Subtotal: $99.90 per year
Total: $99.90 one time payment

1Premium Licenses

Subtotal: $249.00 per year
Total: $249.00 one time payment

Subtotal
5348.90

Savings
S6870 discount with annual one time poayment

Total
$348.90
ACTIVATE CWATCH i e 3 i {
Download you invoice » £ . 1
¢ - |
<

+  Click 'Activate cWatch' to start protecting your website

Comodo cWatch Web Security - Website Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 15
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CONGRATULATIONS
WELCOME ABEOARD

ENTER DASHEOARD

Your license is now activated.
«  Click 'Enter Dashboard' to login to cWatch

Comodo cWatch Web Security - Website Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 16
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SIGN IN

+  Use your Comodo account username and password to login to cWatch.
+  You have to read and accept to the 'Terms and Conditions' on your first login.

Comodo cWatch Web Security - Website Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 17
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CWATCH WEB SECURITY END USER LICENSE AND
SUBSCRIBER AGREEMENT

THIS AGREEMENT CONTAINS A BINDING ARBITRATION
CLAUSE. PLEASE READ THE AGREEMENT CAREFULLY
BEFORE ACCEPTING THE TERMS AND CONDITIONS.

IMPORTANT—PLEASE READ THESE TERMS CAREFULLY BEFORE APPLYING
FOR, ACCEPTING, OR USING THE SERVICES. BY USING, APPLYING FOR, OR
ACCEPTING THE ACCOUNT OR SERVICES OR BY CLICKING ON "l ACCEPT"
BELOW, ¥YOU ACKNOWLEDGE THAT YOU HAVE READ THIS AGREEMENT, THAT
YOU UNDERSTAND IT, AND THAT YOU AGREE TO BE BOUND BY ITS TERMS. IF
YOU DO NOT AGREEE TO THESE TERMS, DO NOT CLICK. "l ACCEPT" AND DO
NOT APPLY FOR, ACCEFPT, OR USE THE SERVICES.

This End User License and Subscriber Agreement (this "Agreement") constitutes the
final binding agreement between the company that you represent ("Subscriber") and
either:

Comodo Security Solutions, Inc., with its principal place of business at 1255 Broad
Street, Suite 100, Clifton, New Jersey 07013, United States, or

If you are located in the European Economic Area, Comodo Security Solutions, Lid.,
which has its principal place of business at Third Floor, 26 Office Village, Exchange
Quay, Trafford Road, Salford Manchester M5 3EQ, United Kingdom, is the entity
responsible for any data or information that is processed or controlled and associated
with this product and services.

v

+  Click the 'Add Site' button at top-right to get started
«  See Add Websites for more help with adding and configuring websites.

-

Comodo cWatch Web Security - Website Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 18
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cWatch offers different levels of monitoring, protection and content-delivery service depending on the type of license.

The three license types are:

- Basic
« Pro
«  Premium

For help to associate websites with licenses, see Add Websites.

The following table shows the features available with each license type:

Feature/Service Premium Pro Basic
Malware Detection and Removal
Malware removal by experts Unlimited Unlimited One time
Hack repair and restore
Vulnerability repair and restore
Traffic hijack recovery
SEOQ/Search poisoning recovery
Automatic Malware Removal v v x
Spam & Website Filtering v v x
Malware Scan Every 6 hours | Every 12 hours |Every 24 hours
Vulnerability (OWASP) Detection Every 6 hours | Every 12 hours | Every 24 hours
Security Information and Event Management (SIEM) v v x
24/7 Cyber-Security Operations Center (CSOC) v v
Dedicated analyst v v x
Web Application Firewall (WAF)
Custom WAF rules v X X
Bot Protection v v
Scraping Protection v v x
Content Delivery Network (CDN)
Layer 7 DDoS Protection v v v
Layer 3, 4, 5 & 6 DDoS Protection v v v
Trust Seal v v v

1.3

Login to the Admin Console

You can login into the cWatch console at https://login.cwatch.comodo.com/login using any browser:

Comodo cWatch Web Security - Website Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 19
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SIGN IN

First time login - get the username and password from the cWatch account creation email. We strongly
recommend you change your password after first login for security.

Click 'Forgot your password?" to reset your password.
Enter your mail address and click 'Submit' on confirmation screen:

Comodo cWatch Web Security - Website Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 20
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cWatch

Enter the e-mail or username associated with your cWatch account. We'll
email you a link to a page where you can easily create a new password

cwwdemo11@yopmail.com

™

reCAFTCHA

Privacy - Terms:

\/ I'm not a robot

«  You will receive a password reset mail:

Sk | yrorward | Aview | X |

cCOMODO

Creating Trust Online®

Account Password Reset Request UI
From: do-not-reply@comodo.com
Date: 2018-11-27 18:46 Encoding: | worldwide {(utf-8) ~
Password Reset Request

Dear Customer:

Woe have received a Password Reset request for the account with the login specified below.

To confirm that you made this request and to complete the reset process, please click the login link
below:

Legin Click Option Below

cwwdemo11@yopmail.com Reset Password

If you did not make this request and/or do not wish to change your password at this time then please
ignore this email. If you have any further questions, please forward this email to
subscriptions@comodo.com

Thank you for allowing us to serve you.

Sincerely,

Comodo Security Solutions

www.comodo.com

1255 Broad Street STE 100

Clifton, MJ 07013

United States

Comodo cWatch Web Security - Website Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 21
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+  Click 'Reset Password'. You are taken to the cWatch password reset page.

Cd

cWatch

+  Enter and confirm your new password:

Please enter a new password in the fields below.

New Password

MNew F‘ assword

Confirm New Password

Re-type new password

«  Click 'Create Password'

cVWatch

Your password has been changed Go to Login
successfully!

+  Click 'Go to Login' to access your account with your new password.

14 Add Websites

+  You need to add websites to cWatch to enable protection and to take advantage of the content delivery
network (CDN).

«  The number of sites you can add depends on your license. See Purchase a License for details about

Comodo cWatch Web Security - Website Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 22
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license types.

«  Once added, you can configure threat monitoring and CDN settings for each site. See Website
Configuration for more details.

Add a new domain

+  Login to cWatch at https://login.cwatch.comodo.com/login with your username and password.
The dashboard will appear by default

+  Click 'Add Site' at top-right to start the wizard:

=Advanced Viev 4 Add Site )

[EOn.

verall

1

Add Select Site Provisioning
Website Licenge In Progress

Step 1 - Enter Site Name
Please Enter your Site Mame €

testmypc.com

D5
=» Continue Setup

The wizard contains three steps:
+ Step 1- Register your website
+  Step 2 - Select License
+  Step 3 - Finalization
Step 1 - Register your website
- Enter the name of the website you want to register. Do not include 'www' at the start.
«  Click 'Continue Setup' to move to the next step.

Comodo cWatch Web Security - Website Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 23


https://login.cwatch.comodo.com/login

Creating Trust Online®

Comodo cWatch Web Security - V_\_[__;e____Qsite—-A’d’fﬁi'ﬁi_é_i_f_e_l_t:er Guide comobo

ADD WEBSITES

@

Add Select Site Provisioning
Viebsite License In Progress

Step 1 - Enter Site Name
Please Enter your Site Name €9

testmypc.com

< Continue Setup

Step 2 - Select License
Next, choose the type of license you want to activate on the site.

«  cWatch features vary according to license type. See License Types for more details. Alternatively, click
‘Learn more' in the 'Select License' screen.

«  The drop-down menu lets you select from all licenses you have purchased.

«  Choose the type of license you wish to associate with the domain you entered in step 1
+  Click 'Finish' to proceed

«  See Purchase a License if you need help to buy more licenses

Comodo cWatch Web Security - Website Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 24
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2

Add Select Site Provisioning
Website License In Progress

Step 2 - Select License
Site will be added with selected license type

Basic (1 Site / Indefinite Usage) E|

Learn more

Step 3 - Finalization

The final stage is for cWatch to provision your site:
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ADD WEBSITES

— 00—

Add Select Site Provisioning
Website License In Progress

Step 3 - Site Provisioning In Progress

Congratulations your site provisioning is in progress now!
This process may take several minutes

On left menu you will see the status of your site's provisioning, by clicking on refresh
button you can get the latest status.

Need help? Please contact with our support professionals on 'Live Chat'

% Get Started

You will see the following confirmation message when registration is complete:

Your site is registered successfully

«  The next step is to configure cWatch protection on the site.
+  Click 'Get Started' to open the cWatch 'Settings' page
«  Click the 'here" in the site row to setup protection (highlighted in red box):
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SETTINGS
SITE LICEMSE SETTINGS '.'3
cwwiest ppua Premium Manage Settings | Manage DNS [}
ane. ohi-cwatch onling Basic Manage Setings | Manage DNS i
nurd.ga Premium Trial Manage Settings | Manage DNS [ ]
nurd.gg Premium Trial Manage Selings | Manage DNS [}
wp fowlercwatch com Pro Tral Manage Settings | Manage DNS [}
cwatchwet.ml Pro Tral Manage Setings | Manage DNS .
cwalth.pp.ua Premiwm Trial Manage Setlings | Manage DNS [}
removetest gacww cf Pro Trial Manage Seffings | Manage DS [}
testmypc.com S I:I ' :I Provisioning Completed Click here to get started with domain seffings u
-\'\... -
+  See Website Configuration for help to configure malware scans, CDN, firewall rules and more.
@ SETTINGS - TESTMYPC.COM
cWalch o
Welcome OQ
()]
Baoacd Malware Scan Domain SsL CDN WAF Trust Seal
— u
L
@ Malware Scanner has not been activated.
= Dashboard
cwwiest.pp.ua ¥
one.bhi-cwalch.o... t
nurd.ga >
nurd.gq >
L]
wip-fowlercwatch... ’ Fill the form to enable malwara zcanner for testmype. com
Connection Type:
Cwatchweb.ml ¥
ame 2 3
cwatch.pp.ua »
removelest gacw >
leslmyp e COnm w Sim Dira _
Alert e.g., dpublic_himl
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Important Note:
+  cWatch generates a CNAME DNS record for the website you just enrolled

+  You need to add this record to the DNS entry for your domain to route your site traffic through the CDN.
+  To view the CNAME details:

+  Click the website name in the main menu on the left

+  Click 'Settings' > 'Domain'

+  Your web host may be able to help you add the CNAME. Guidance is also available at
https:/Isupport.google.com/al/topic/1615038?hl=en.

Tip: You can skip this step for now and can add the CNAME entry to the DNS records later. See Domain
Configuration Instructions for more details.

+  Repeat the process to add more websites.
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2 The Main Interface

«  The cWatch dashboard contains an at-a-glance summary of the security of your monitored websites.
+  Links to all major areas of the interface are on the left. The main display shows data for the selected item.

+ Language selection, settings, profile options and logout are underneath your username:

cVWatch

Welcome

B EN | Shows the current interface language.
+  Click the globe icon to view and change interface language (Default = English)

Welcome

%EN &

English +

"
Nt
Navigatl

Francais

4} |Lists all domains which you have added to cWatch.
«  Manage Settings - configure malware scans, FTP, CDN and more. See The Settings Interface
for more details.

+  Manage DNS - Add DNS records in order to route traffic through the content delivery network.
See Manage DNS Settings for more details.

& | Your profile. Change your contact details, alert settings and password. See Manage Your Profile for more
details.

(2} |Logout of cWatch.
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The left-hand menu contains a link to the dashboard and shows all domains added to your account. Click a domain
name to reveal domain options:

«  Dashboard - Overall statistics on all domains that are
protected and managed.

ation +  Click a domain name to open the following menu items:

+  Overview - Summary of security status and CDN
B3 Dashboard performance. See Website Overview for more
details.

+  Vulnerabilities
+ OWASP top-ten threats - Scan your site for

- OWASP vulnerabilities. You can also enable
Qverview or disable automatic weekly scans.

+  CMS vulnerability scans - Identify weaknesses
in your content management system (CMS).

The scanner supports the following types of

WVulnerabilities

Malware
CMS:
Cyber Security « WordPress
« Joomla
CDN Metrics
«  Drupal
Firewall Rules * ModX
+  Typo3
Settings « You can run on-demand vulnerability/CMS

scans on the site at anytime.

+  See Comodo Vulnerability Scans for more
details.

«  Malware - Run virus scans, view scan results and
monitor malware cleanup progress. You need to
upload our .php file to the server to enable
malware scans. See Malware Scans for more
details.

+ COSC - Real-time analysis of attack patterns on
your website from the Comodo Security Operations
Center. See Cyber Security Operation Center
Results for more details.

+  CDN Metrics - Data about your content delivery
network traffic. This includes total usage, data
throughput and the locations from which your traffic
originated. See Content Delivery Network
Metrics to find out more.

+  Firewall Rules - Create your own custom Firewall
rule. See Configure Firewall Rules for more
information.

cwatchdemol.com >

+  Settings - View and configure cWatch protection
settings for your website. See Website
Configuration to learn more.

Help and Support:

The footer contains copyright information, terms and conditions and support links.
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emarks Terms and

Conditions
GE'N () online - Chat With Us

«  Click the 'Terms and Conditions' link to view the cWatch EULA.

+  Click 'Help' to view the cWatch guide at https://help.comodo.com/topic-285-1-848-11000-Introduction-
to-Comodo-cWatch-Web-Security.html.

+  Click the 'Chat with us' button for instant support from technicians at Comodo. See Get Support for more
details.

3  The Dashboard

The dashboard shows a top-level summary of the security of all protected websites on your account. This allows you
to quickly identify issues and effectively track the risks associated with your sites. Further details on each domain are
listed underneath the main graphics.

+  Click 'Dashboard' on the left to open the dashboard.
+  Click 'Simple View' or '‘Advanced View' at top-right to change the level of detail shown.

Welcome to your Dashboard!

Cwa [Ch Here, you can quickly and easily access important information about the security of your sites.
Accessing a specific site under this menu will provide you with details about its overall security and easy access to helpful features such as
Welcome Vulnerabilities, Malware , CSOC, CDN Metrics, and Settings.
demo@cwatchdemo.com

Let's make sure your site is securel
G@EN & & O

Attacks Blocked
Navigation
5§ Dashboard Malware ‘ Vulnerabilities \ . .
:\.'rdtcnclemo.como » 1 \ 4 ’
cwatchdemo1.com >

Site DDOS AIN Advanced Alerts Managed WAF
<4 cwatchdemo.com 1) 87 alerts created for CSOC team 87 attacks blocked
-|- cwaichdemoi.com 1) (1) 3 aleris created for CSOC team 3 attacks blocked

“' Malware - The total number of active malware found on all your sites.

- Place your mouse over a sector to view the malware found on a
site as a percentage of overall.

Malware

+  Click a sector to view the 'Malware Scans' page for that website.

32 « The scans page also lets you request manual threat
removal by technicians at Comodo

«  See Malware Scans for more info.
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Vulnerabilities - The total number of active vulnerabilities on all your sites.

+  Place your mouse over a sector to view the vulnerabilities found on
a site as a percentage of overall.

Vulnerabilities

4

+  Click a sector to open the 'Vulnerabilities' page for that website.

+  The vulnerabilities page provides detailed information on
the detected threats and help to fix them. You can also
request manual threat removal by specialists at Comodo.

+  See Comodo Vulnerability Scan Results for more details.

Attacks Blocked - The number of attacks prevented by the Web Application
Firewall (WAF) on all your sites.

«  Green check-mark - No attacks detected so far

+  Yellow exclamation mark - WAF is not enabled for your sites. To
enable, select a site on the left, then click 'Settings' > "WAF'

«  Place your mouse over a sector to view the quantity of attacks
blocked on a particular domain as a percentage of overall attacks.

- Click on a sector to view the attack details page for that website.
See Cyber Security Operation Center Results for more info.

There are two ways to view the dashboard:
+  Simple View
« Advanced View

Simple View

View general info above every domain, including license type, license expiry date, and most recent scans.

Comodo cWatch Web Security - Website Administrator Guide | © 2019 Comodo Security Solutions Inc. | All rights reserved. 32



Site

<+ o0z00tvcom

admin.yetanothersite.us

Guide comobo

Creating Trust Online®

Last Vulnerability  Last Malware

License Type Expiration Date Scan Scan

02 February 2018

BASIC 29 December 2018 05:30 1313

ENTERPRISE TRIAL - .
. Syl Bl Put A License Into Use ~ — —
yetanothersite.us

ali.com PREMIUM Expired - -
4+ comodo.com PREMIUM 09 June 2020 05:30 = =
4+ comodal.com PRO 11 April 2018 05:30 - -
4+ comodos.com PREMIUM 12 April 2018 05:30 = —
4 cuzdan.com BASIC 29 December 2018 05:30 - =
+ despacito. com :i:iﬁ:ﬁin 10 October 2020 05:30 - -
4 dragon.comodo.com BASIC 29 December 2018 05:30 - —
ftp.0300tv.com PREMIUM Expired - -
4+ grey.com PRO 11 April 2018 05:30 = =
+ holacom BASIC 29 December 2018 05:30 R
=+ hurriyet com BASIC D6 November 2019 05:30 -
+ kaii.com BASIC 21 March 2118 05:30
4 kulcom PRO 11 April 2018 05:30
4 kula.com PRO 11 April 2018 05:30
mail yetanothersite us PREMIUM
<+ one comodo.con

Dashboard - Simple View

Column Header Description

Site Name of the website.

+  Click the "+"icon beside a site name to view a summary of the site's security
status. Security features are arranged by license type. See 'View Security
Status of a Website' for more details

License Type The type of license on the domain. See License Types for more details on the features
of each license.

Expiration Date The last day of license validity. The expiry date is not shown for licenses with auto-
renewal enabled.

Last Vulnerability Scan | Date and time of the most recent vulnerability scan on the site.

+  You can set up regular weekly scans to find the top 10 Open Web Application
Security Project (OWASP) vulnerabilities

+ You can also run scans for specific vulnerabilities in your WordPress websites,
or run on-demand scans as required.
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+  Scan results are shown in the 'Vulnerabilities' page for the site (click the
domain name on the left and select 'Vulnerabilities' from the menu).

See Comodo Vulnerability Scan Results for more details.

Last Malware Scan Date and time of the most recent virus scan on the site.
+  cWatch scans all files on websites enabled for malware scanning.

« You can set a schedule for these scans and can also run on-demand scans
when required.

«  The results of the scans are displayed in the 'Malware' page. See Malware
Scans for more details.

View Security Status of a Website

+  Click the '+ icon beside a website name to open its security status details pane.

BASIC
Advance Correlation
Site Reputation Vulnerabilities Malware CDH DDOS AIN & Alerting Managed WAF  Virtual Patching

Qapnllcatm.cwatcn.m.ua ! o v 0 G8 Transfarred v v == - o

License Type PREMIUM License Expiration Date: 02 May 2019 05:30
Last Malware Scan Date: 02 May 2018 17:32

Last Vulnerability Scan Dale: 04 May 2018 12:47

BASIC PRO
Repuistion DDOS il
Vulnerabilities - AN -
e . Advance Comelation & Alerting
CON 0 GB8 Transfarmad

PREMILM

Managed WAF v

Virtual Patching o

Each tile shows the security status of features covered by the various license types. The number of tiles you see
depends on the website's active license type.

License Type Tiles Displayed

Basic Basic

Pro Basic and Pro

Premium Basic, Pro and Premium
Advanced View
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'Advanced View' shows different levels of statistics based on your license type. The higher the license type you have,
the more security components you will see.

For example:
+  'Basic' license - Shows details about security components covered by the basic license type.
«  'Pro'license - Shows details about components covered by both basic and pro licenses.

«  'Premium’ license - Shows details about components covered by basic, pro and premium licenses.

Site DDOSs AIN Advanced Alerts Managed WAF
<4 cwaichdemo.com () )
<4 cwatchdemot.com M M @ ®
<4 cwatchdemo2.com M M @ ®
=4 cwatchdemo3.com M M ) )

Similar to the 'Simple' view, you can view more information on each site by clicking the plus symbol beside the

domain name.
Site DDOS AIN Advanced Alerts Managed WAF
+ ovatndem com

cwatchdemo1.com f } f ) r ) r )

License Type: PREMIUM
Last Malware Scan Date: --

Last Wulnerability Scan Date: --

BASIC
PRO

Reputation D ~
£ @ Advanced Alerts 4D

Vulnerabilities )
Malware (1)
CDN )
DDOS )

AN M

PREMIUM

Managed WAF ®

4+ cwatchdemo2.com (1) €D @ O

Add Site

Allows you to add a new domain to your website. See Add Websites for more details.
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4 Website Data and Settings

+  cWatch displays panoramic data about all events on your website.

«  These include attacks monitored and blocked, the results of malware and vulnerability scans, and incidents
which were logged because they triggered a correlation rule.

Click a website on the left to open the following options:
Overview - Summary of security status and CDN performance.
See Website Overview for more details.
Navigation +  Vulnerabilities
+  OWASP top-ten threats - Scan your site for

B3 Dashboard OWASP vulnerabilities. You can also enable
or disable automatic weekly scans.

+  CMS vulnerability scans - Identify
m v weaknesses in your content management
system (CMS).

Overview The scanner supports the following types of CMS:
Vulnerabilities » WordPress
« Joomla
Malware +  Drupal
_ +  ModX
Cyber Security . Typo3
CDN Mefrics You can run oq-demand vulnerability/CMS scans on
the site at anytime.
Firewall Rules See Comodo Vulnerability Scans for more.
_ Malware - Run virus scans, view scan results and monitor
Settings malware cleanup progress. You need to upload our .php file to
the server to enable malware scans. See Malware Scans for
more details.
cwatchdemol.com >

COSC - Real-time analysis of attack patterns on your website
from the Comodo Security Operations Center. See Cyber
Security Operation Center Results for more details.

CDN Metrics - Data about your content delivery network traffic.
This includes total usage, data throughput and the locations
from which your traffic originated. See Content Delivery
Network Metrics to find out more.

Firewall Rules - Create your own custom Firewall rule. See
Configure Firewall Rules for more information.

Settings - View and configure cWatch protection settings for
your website. See Website Configuration to learn more.

4.1 Website Overview

+  Select a website on the left and choose 'Overview'
«  The overview page shows a summary of security, traffic and visitor activity on your sites.
«  Each tile on the page shows important information from a specific cWatch module.
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«  Thetiles also contain shortcuts to view more detailed results and execute remedial actions if appropriate.
Open the overview page
+  Select a website on the left

«  Click 'Overview' from the menu items

C% OVERVIEW - CWATCHDEMO.COM —_———e
c\Watch CYBER SECURITY OPERATION CENTER
| WEB APPLICATION MALWARE ANALYSIS & REPUTATION VIRTUAL PATCHING
aemo c’igfaf;g:;“a“.:c-t FIREWALL REMOVAL
. Comodo Valkyrie Threat Found: 2
QN & & O Events Monitored -- Malware Found 125 v
Google Safe Browsing
Navigation Attacks Blocked -- v
PhishTank v
13 Dashboard
SSL Issues x
cwatchdemo.com v . I (D Vulnerability foundi @
o . No Attacks Found '\'/ ) Request Malware Cleanup e nas a bac
verview —
Vulnerabilities |E @ R
Malware |
Cyber Security MALWARE SCAN
CDN Metrics
. TROJWARE & POTENTIALLY DEFACEMENT & OTHERS
A E BACKDOOR UNWANTED EXPLOIT
Settings o Last Scan 23 January
Last Scan 23 January Last Scan 23 January crere
«  Tiles are broken down into the following categories:
+  Cyber Security Operation Center
«  Malware Scan
»  Vulnerabilities
«  Content Delivery Network
Cyber Security Operation Center
+  Shows key information from cWatch security modules. Click a tile to see more detailed results.
«  The number of tiles you see depends on your cWatch license.
CYBER SECURITY OPERATION CENTER
WEB APPLICATION MALWARE ANALYSIS & REPUTATION VIRTUAL PATCHING
FIREWALL REMOVAL
Comodo Valkyrie v Threat Found:- 38
Events Monitored 46 Malware Found 7
Google Safe Browsing v
Attacks Blocked 46
Phishtank v
SSL Issues x
~ - Vulnerability found! @
Al Attacks Blocked G’j Request Malware Cleanup @ SUSIESEIR2 e ) @

+  Web Application Firewall - Number of incidents detected by the firewall, and the number of attacks
prevented. You can configure these items in your web application firewall rules.

« Malware Analysis & Removal - Results of the most recent manual or scheduled antivirus scan.
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+ Reputation - The trustworthiness of the site according to key security indicators.

+  Comodo Valkyrie - Comodo Valkyrie is a threat analysis platform that provides verdicts on the trust
level of websites. A check-mark indicates that your site is not blacklisted by Valkyrie.

+  Google Safe Browsing and Phishtank - These are long-established blacklists of dangerous
websites. A check-mark indicates that your site is not on their blacklist.

«  SSLissues - The TLS certificate on the site is misconfigured, invalid, or uses out-dated protocols.
« Virtual Patching - The result of the most recent vulnerability scan.

+  The tile shows the number of currently active OWASP vulnerabilities. These need to be mitigated.
+  Click the link at the bottom of the tile to view the vulnerabilities.

«  Then click on a vulnerability category to view all files affected by that attack type.

«  The file list page also has instructions to help you fix the vulnerability.

«  See OWASP Top 10 Vulnerability Scans for more help with this interface.
+  You can also create web application firewall rules to address the issues.

«  See Configure Firewall Rules for help to create custom WAF rules.
The icons at the bottom of the tiles show the threat level in that category. Click the verdict to open the corresponding
module and view more detailed results.

./;;\ - The website is safe. No actions need be taken at this point.

. +  Click the icon to view a history of actions by the module

- The website is at risk.
+  Click the icon to open the corresponding module page. You can start a scan or submit a
request for Comodo to remove the malware. See 'Malware Scans' for more information.
- The security component has not been configured or the website has not yet been scanned.
+  Click the icon to configure the component or initiate a scan.

Malware Scan

«  Shows the numbers of malicious items found during the last scan on the site. Categories include:
«  'Trojware & Backdoor'
+  'Potentially Unwanted Application'
«  'Defacement & Exploit'

«  'Others'.
MALWARE SCAN
TROJWARE & BACKDOOR POTENTIALLY UNWANTED DEFACEMENT & EXPLOIT OTHERS
APPLICATION
| ast Scan 21 November |Last Scan 21 November Last Scan 21 November
2018 Last Scan 21 November 2018 2018
2018
Malware Found 7 Malware Found 0 Malware Found 0
Malware Found 0 P =
Has malware @ N No malware found \V? No malware found \Vj
No malware found ) o o

Click the verdict at the bottom of a tile to view more information.

i ;“x_ - No malware detected. No actions need be taken at this point.
LY

@ - Malware found on the site.
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| - Thesite has not yet been scanned.

See 'Malware Scans' for additional help with this.
Vulnerabilities

«  cWatch scans your sites for the top 10 OWASP threats and for WordPress vulnerabilities. These tiles show
the results of the most recent scan.

«  The number of threats found in each category is shown in a separate tile.

+  Note - cWatch automatically blocks any OWASP threats it finds.
VULNERABILITIES

INJECTION XSS WEAK AUTHENTICATION SECURITY
MISCONFIGURATION

Last Scan 21 September Last Scan 21 September Last Scan 21 September

2018 2018 2018 Last Scan 21 September
2018

Threat Count 0 Threat Count 0 Threat Count 0

~ ~ —~ Threat Count 3
No vulnerability found ) No vulnerability found ) No vulnerability found (v)

~ — vy - ]
Has vulnerability H

Click the verdict at the bottom of a tile to view more information. See 'Comodo Vulnerability Scans' for additional
information.

i f“\ - The scan found no vulnerabilities. No actions need be taken at this point.
LY

@ - The site has vulnerabilities.

| - Thesite has not yet been scanned.

Content Delivery Network

+  Shows live data about your CDN usage and the number of times your pages were viewed.

Note: The CDN statistics are shown only for websites configured to use the CDN service.

+  You need to add a CNAME to your site's DNS record to use the CDN. This record is auto-generated by
cWatch.

+  Click 'Settings' > 'CDN Settings' to view the CNAME record for your site. See Configure CDN Settings for
more details

- Ifyou haven't configured the CNAME then no data is shown here. Click the yellow information icon "' to
start the configuration process.

+  See Content Delivery Network Metrics for more details about CDN statistics.
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CONTENT DELIVERY NETWORK
LIVE STATUS
Page Views Count
Total Page Views 394 L A
- AN AN
72 3 A\ . __.-"'f \.\ AN J
0.47 GB Transferred (¥ = ~ — - T / A / \\__ !__;

16:00 20:00 23. Nov 04:00 08:00 12:00

«- Page View Count

«  Use the slider at top-right to change the time-period of the statistics:

Live Status:

«  Shows the total number of times your pages were viewed by visitors, and the total amount of traffic used.
Use the time period slider to see traffic and views for a specific date range.

4.2 Comodo Vulnerability Scans

«  Click on a website in the left-hand menu and select 'Vulnerabilities'
CWatch can perform two types of vulnerability scan:
«  Content management system (CMS) vulnerabilities
« OWASP Top Ten threats
CMS Vulnerabilities
« Ascan that searches for vulnerabilities in your content management system (CMS).
«  The following CMS types are supported:
«  WordPress

+ Joomla
«  Drupal
+  ModX
«  Typo3

+  Scanned items include core site, current CMS version, plugins, themes and more.
«  The 'CMS Scan' pane shows results from the last scan and lets you:

+  Run on-demand scans your website
+  Schedule a weekly scan
+  You can view details about each vulnerability and read guidance on how to fix them.

«  You can also view reports from last ten CMS vulnerability scans.

OWASP Top Ten Threats

cWatch periodically scans your sites for the top-ten vulnerabilities published by the Open Web Application Security
Project (OWASP). It automatically blocks any of these threats that it discovers.
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«  The 'OWASP Top 10 Scan' pane shows results from the last scan and lets you:

+  Run on-demand scans your website
+  Schedule a weekly scan

+  The scan results show the number of threats in each OWASP category that were blocked by cWatch. You
can view descriptions on each vulnerability category

«  You can also view scan reports for the last ten scans.

Background. OWASP is an online community that audits critical domain security issues and publishes the ten
most widespread vulnerability categories. These categories help admins protect websites against the most serious
security flaws. cWatch checks whether your registered domains are vulnerable to the tests in the OWASP top ten
and allows you to take remedial actions on those that fail.

See the sections below if you need more help with each type of scan:
+  CMS Vulnerability Scans
+  OWASP Top 10 Vulnerability Scans

421 CMS Vulnerability Scans

- Click on a website in the left-hand menu and select 'Vulnerabilities'

«  The content management system (CMS) scanner inspects your core site, plugins and themes to identify
vulnerabilities in your current version.

+ Italso provides help to update your CMS and resolve any vulnerabilities. The scanner supports the
following types of CMS:

«  WordPress

« Joomla
+  Drupal
+  ModX
«  Typo3

You can run CMS scans on-demand and/or schedule weekly scans on your website. You can also view the results
from the last ten scans.

Run CMS scans and view results
+  Click on a registered domain on the left
«  Choose "Vulnerabilities' from the sub-menu:
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Welcome

2§ Dashboard

cwatchdemo.com v

Overview
Vumerab%&s
Cyber Security

CDN Metrics

VULNERABILITIES - CWATCHDEMO.COM

CMS Scan ( { ) Daily Sean Allowed:10

3/
== Content Management System Scan is an online security scanner to search for CMS
THEME ADMIN
vulnerabilities. We keep your CMS core site, plugins and themes healthy as soon as
NETWORK
CONTENT . . ) ) ) ‘ )
the scan is completed. We provide you information about what is vulnerable in the
= &) current version of your site. Our solutions aim to protect you against hackers or
POF-HTML SERVER
e attackers whe might want you penetrate your website
A4
CORE OOMAIN

Click 'Start Scan' to start the CMS Scan. After this first scan, your CMS website can
be scheduled on a weekly basis so you always know if your site is safe and secure.

View Scan History (3)

A

OWASP TOP 10 Scan (1 ) Daily Scan Allowed:10

[#]

LAST SCAN

WORDPRESS

Scan Date 05-10-2018 - 22:41 pm
Version 12

Status Vulnerable

View Full Report (3)

Enable Weekly Scan

Q

Last Scan

The 'Last Scan' area on the right shows the results of the most recent scan, including the type of CMS scanned.

- Scan Date - Date and time at which the last scan was run.

+  Version - The version of CMS that was scanned. This is the CMS version that your site runs on.
- Status - Whether the website has vulnerabilities or not.

«  Not Vulnerable - No weaknesses detected.
+  Vulnerable - Security threats found. Click on the row to view more details and fix advice.
+  Failed - Scan did not run for some reason.

« 'CMS not found' - Shown if the site doesn't use a supported CMS, or because cWatch couldn't
detect the CMS type for other reasons.

«  Click the 'Refresh" icon on the top-right to reload the results of the latest scan.

The pane lets you:

+ Run an on-demand scan

«  Configure Scheduled Scans

» View detailed results of the last scan

+ View the results of previous scans

Start an on-demand CMS scan

You can manually start a CMS scan at anytime:

«  Click on website on the left

«  Choose 'Vulnerabilities' from the sub-menu
+  Click 'Start Scan' in the 'CMS Scan' pane:
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CORE DOMAIN Click "Start Scan” to start the CMS Scan. After this first scan

soon as the scan is completed. We provide you information ab
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be scheduled on a weekly basis so you always know if your sit
¥ ¥ ¥ ¥

View Scan History ()

Successfully started cms scan.

«  cWatch will begin scanning the domain for CMS vulnerabilities.
«  Scan results are shown in the 'Last Scan' box on the right

+  Click the 'Refresh’ icon at top-right to reload the results of the scan
«  Alerts will be generated if any vulnerabilities are found.

+  Click 'View Full Report' for a comprehensive overview of discovered vulnerabilities.
+  See View detailed results of the last scan for more details.
Schedule a scan
You can enable an automatic, weekly CMS scan on any of your websites
+  Click on registered website on the left
«  Choose 'Vulnerabilities' from the sub-menu
«  Enable the weekly scan as shown in the screenshot below:
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e =

x|
an Allowed:10 LAST SCAN ~
tem Scan is an online security scanner to search for CMS
r CMS core site, plugins and themes healthy as soon as
WORDPRESS
yrovide you information about what is vulnerable in the
Jur solutions aim to protect you against hackers or Scan Date 28-10-2018 - 01:33 am
u penetrate your website. Version 408
CMS Scan. After this first scan, your CMS website can
Status Not Vulnerable

asis 50 you always know if your site is safe and secure.
View Full Report (&)

@E Weekly Scan D

«  Weekly scans will start the next day and will run at the same day/time every week after that.

«  For example, if you enable the weekly scan at 6:00 PM on Friday, the scans will run every Saturday at 6:00
PM.
View detailed results of the last scan
+  Click on registered website on the left
«  Choose 'Vulnerabilities' from the sub-menu
+  Click 'View Full Report' under 'Last Scan':
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~u
10 LAST SCAN =~
e security scanner to search for CM3 @
gins and themes healthy as soon as
WORDPRESS
tion about what is vulnerable in the
y protect you against hackers or Scan Date 10-01-2019 - 19:54 pm
ahoita .
B Version =
5 first scan, your CMS website can
Status Vulnerable

View I@I Report (5)

Enable Weekly Scan

£y CMS Scan History @Tmmwﬁhrmmmﬂnﬁmrﬂm-

January

10

CORE PLUGIN THEME

W

WoRDPRESS WiordPress Scan Date: 10-01-2018 16254 pm Varsion 5.0.2 Status: Vuinarsbha

Vulnerability information is available for the following CMS components:

« Core
+  Plugins
«  Theme

«  Select a tab to view a list of vulnerabilities in the component.
«  Click the '+"icon at the left of an item to view its details:
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< CMS Scan History

® Translations for the vulnerabilities are not available.

January '

10

2019

CORE PLUGIN THEME

]
WY
WORDPRESS WordPress Scan Date: 10-01-2019 19:54 pm Version: 5.0.2 Status: Vulnerable

CORE PLUGIN THEME

W
- WORDPRESS WordPress Scan Date: 10-01-2019 19:54 pm Version: 5.0.2 Status: Vulnerabls
LATEST
pATCH FOUND VERSION
VULNERABILTIY FIX = REFERENCE = IN = a
XSS vulnerability in - https:/fwordpress._org/news/2018/12/ wordpress-5-0-1-security-release/ 50See _
More

WordPress before
5.01
XSS vulnerability in - https:/github.com/\WordPress/\WordPress/commit/246a70bdbfac3bd45ff7 1c7941deef1bb206b19a 5.0 See  __

See More More
WordPress before
5.01
UNSPECIEIED - https:/fiwordpress. org/inews/2018/12/wordpress-5-0-1-security-release/ 50See _

CMS Vulnerabilities - Column Descriptions

Column Header Description
Vulnerability A short description of the weakness
Patch Fix The version of the CMS in which the vulnerability was fixed. Update your CMS to this

version to remove the vulnerability from your site.

Reference Links to detailed information about the vulnerability and guidance to fix the issue.
+  Click 'See More' to view a list of reference pages

Found in The version of the CMS in which the vulnerability was discovered.
+  Click 'See More' to view a list of versions in which the vulnerability is found

Latest Version The most recent version of the CMS available. We advise customers to upgrade to the
latest version if possible.

View results of previous scans

You can view the results of the 10 most recent CMS scans on your site.
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+  Click on registered website on the left
+  Choose 'Vulnerabilities' from the sub-menu
+  Click 'View Scan History' in the 'CMS Scan' pane

CMS Scan ( ._j Daily Sean Allowed:10

@ Content Management System Scan is an online security sc:
THEME ADMIN
vulnerabilities. We keep your CMS core site, plugins and then
NETWORK
CONTENT . . . . .
the scan is completed. We provide you information about wha
| l =
= T : : : :
= =) current version of your site. Our solutions aim to protect you &
POF-HTML SERVER
lﬁh attackers who might want you penetrate your website.
b
CORE DOMAIM

Click 'Start Scan’ to start the CMS Scan. After this first scan, |

be scheduled on a weekly basis so you always know if your =

€O CMS Scan History i Translations for the vulnerabiliies are not available

December’

05

2018

CORE PLUGIN THEME

W
+ WoORDPRESS WOrPTEss Scan Date. 05-12-2018 1904 par Virsion: 4.9.8 Sla

The dates of the previous scans are shown at the top of the history window.

«  Select a date to view detailed results from the scan run on that day
See View detailed results of the last scan if you need more help with this.

4.2.2 OWASP Top 10 Vulnerability Scans

«  Click on a website in the left-hand menu and select 'Vulnerabilities'

«  cWatch scans your sites for the top-ten vulnerabilities published by the Open Web Application Security
Project (OWASP).
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«  The results identify any weaknesses found on your site along with guidance to fix them.

+  You can run OWASP scans on-demand and/or schedule weekly scans. You can also view the results of the
last ten scans.

Run OWASP top 10 vulnerability scans and view results
+  Click on a registered domain on the left
«  Choose 'Vulnerabilities' from the sub-menu:
The 'OWASP Top 10' pane contains the results of the last scan and lets you run or schedule a new scan.:

@ VULNERABILITIES - CWATCHDEMO.COM

cWatch

i =
OWASP TOP 10 Scan .(,':. Daily Scan Allowed:10 Last Scan =

R The Open Web Application Security Project maintains a powerful awareness . D I I IH S p

document for web application security. The OWASP Top 10 represents a broad Open Web Application
Security Project

Welcome
demo@cwatchdemo.com

GeEN & & O

consensus about the most critical web application security flaws. Our Web Security

5§ Dashboard Scan Date 02-05-2018 - 14:24 pm

cwatchdemo.com ~

Overview

covers the OWASP Top 10 threats for your website.

Informafion 0
Once the scan is complete you will see your score and the list of OWASP threats we

have blocked to protect your site Score 8 out of 10

Malware

Cyber Security

View Scan History (5)

High 0 Med 8 Low 1
Vulneggbilities m ig & oW

View Full Report (5)

Enable Weekly Scan

CDN Metrics

The 'Last Scan' area on the right shows the results of the most recent scan.

+  Scan Date - Date and time at which the last scan was run.
+  Score - The number of OWASP top-10 categories passed by your site.
+  High, Medium, Low and Information - Number of vulnerabilities found at each risk level.
+  Click the 'Refresh’ icon at top-right to re-load results if you have just completed a more-recent scan.

The pane lets you:

« Run an on-demand scan

«  Configure Scheduled Scans

+  View detailed results of the last scan

+ View the results of previous scans
Start an on-demand OWASP top 10 vulnerability scan
You can manually start a CMS scan at anytime:

+  Click on website on the left

+  Choose 'Vulnerabilities' from the sub-menu

+  Click 'Start Scan' in the 'OWASP Top 10 Scan' pane:
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OWASP TOP 10 Scan ( .,j Daily Scan Allowed:10

The Open Web Application Security Project maintains a po
document for web application secunty. The OWASP Top 10 rep
consensus about the most critical web application security flaw
covers the OWASP Top 10 threats for your website

Once the scan is complete you will see your score and the list

have blocked to protect your site

Coroon )

Vulnerability scan has been started.

+  cWatch will begin scanning the domain for OWASP top 10 vulnerabilities.

«  Scan results are shown in the 'Last Scan' box on the right

+  Click the 'Refresh’ icon at top-right to reload the results of the scan

«  Alerts will be generated if any vulnerabilities are found.

«  Click 'View Full Report' for a comprehensive overview of discovered vulnerabilities.

«  See View detailed results of the last scan for more details.

Schedule a scan

You can enable an automatic, weekly CMS scan on any of your websites
+  Click on registered website on the left

«  Choose 'Vulnerabilities' from the sub-menu

+  Use the switch in the OWASP pane to enable the scan, as shown in the screenshot below:
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Scan Date 23-02-2018 - 21:43 pm
ats for your website.

Information 0
| see your score and the list of OWASP threats we
a Score 9 out of 10
High O Med 16

Low 1

View Full Report (3)

@reekly Scan E

«  Weekly scans will start the next day and will run at the same day/time every week after that.

+  For example, if you enable the weekly scan at 6:00 PM on Friday, the scans will run every Saturday at 6:00
PM.

View detailed results of the last scan
+  Click on registered website on the left
«  Choose 'Vulnerabilities' from the sub-menu
«  Click 'View Full Report' under 'Last Scan' in the 'OWASP Top 10" Scan pane

.
L=

+ | Daily Scan Allowed:10 Last Scan

OWASP

Open Web Application
SEI::IJFII:H Ffru]_ect

Security Project maintains a powerful awareness
security. The OWASP Top 10 represents a broad
tical web application security flaws. Our Web Security

Scan Date 10-01-2019 - 19:55 pm
eats for your website.
Information 0
1 will see your score and the list of OWASP threats we

ite. Score 9 out of 10

High O Med 2 Low 1

View %I Report (3)
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The results page shows the number of threats in each OWASP attack category.

DLUHSDSAFE Scan Date:10-01-2019 - 19:55 pm Hgh 0 | Med 2 | Low 1  Score 9outof10

Open Wab Applcation
Security Project

RANK VULNERABILITES DESCRIPTION

Al 0 Injection flaws, such as SQL, OS, and LDAP injection occur when untrusted data is sent to an interpreter as part of a
command or query. The attacker's hostile data can trick the interpreter into executing unintended commands or accessing
data without proper authorization.

A2 0 Application functions related to authentication and session management are often not implemented correctly, allowing
attackers to compromise passwords, keys, or session tokens, or to exploit other implementation flaws to assume other users’
identities.

A3 0 XSS flaws occur whenever an application takes untrusted data and sends it to a web browser without proper validation or

escaping. XSS allows attackers to execute scripts in the victim's browser which can hijack user sessions, deface web sites, or
redirect the user to malicious sites.

Ad 0 A direct object reference occurs when a developer exposes a reference to an internal implementation object, such as a file,
directory, or database key. Without an access control check or other protection, attackers can manipulate these references to
access unauthorized data.

A5 0 Good security requires having a secure configuration defined and deployed for the application, frameworks, application
server, web server, database server, and platform. Secure settings should be defined, implemented, and maintained, as
defaults are often insecure. Additionally, software should be kept up to date.

A6 3 Many web applications do not properly protect sensitive data, such as credit cards, tax |Ds, and authentication credentials.
Attackers may steal or modify such weakly protected data to conduct credit card fraud, identity theft, or other crimes. Sensitive
data deserves extra protection such as encryption at rest or in transit, as well as special precautions when exchanged with
the browser.

AT 0 Most web applications verify function level access rights before making that functionality visible in the Ul. However,
applications need to perform the same access control checks on the server when each function is accessed. If requests are
not verified, attackers will be able to forge requests in order to access functionality without proper authorization.

AS 0 A CSRF attack forces a logged-on victim's browser to send a forged HTTP request, including the victim's session cookie and
any other automatically included authentication information, to a vulnerable web application. This allows the attacker to force
the victim's browser to generate requests the vulnerable application thinks are legitimate requests from the victim.

A9 0 Components, such as libraries, frameworks, and other software modules, almost always run with full privileges. If a vulnerable
component is exploited, such an attack can facilitate serious data loss or server takeover. Applications using components with
known vulnerabilities may undermine application defenses and enable a range of possible attacks and impacts.

A0 0 Web applications frequently redirect and forward users to other pages and websites, and use untrusted data to determine the
destination pages. Without proper validation, attackers can redirect victims to phishing or malware sites, or use forwards to
access unauthorized pages.

OWASP Top 10 Vulnerabilities - Column Descriptions

Column Header Description

Rank Order of the attack category as per OWASP top ten vulnerabilities list.

Vulnerabilities Number of threats identified in that attack category.

+  Click the number to view the complete details of the threat, list of files affected
and guidance to fix the issue

- See View Details of Identified Vulnerabilities information for more details

Description A short description of the vulnerability.

View Details of Identified Vulnerabilities

The OWASP Scan Results page contains detailed information about each vulnerability, and has guidance to help
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you fix them.

Tip: You can also submit a request for Comodo specialists to manually remove the threats. Manual removal is only
available for domains with a premium license.

View detailed vulnerability information
+  Click on registered website on the left
«  Choose 'Vulnerabilities' from the sub-menu
+  Click 'View Full Report' under 'Last Scan' in the 'OWASP Top 10" Scan pane
The numbers of vulnerabilities identified in each of the top ten OWASP vulnerability categories is shown as a list.

+  Click the number in a category in which vulnerabilities were found

SOitwdre snoud e Kepl up 1o aate.

AG Many web applications do not properly protect sensitive data, such as credit ca
authentication credentials. Attackers may steal or modify such weakly proteciec
credit card fraud, identity theft, or other crimes. Sensitive data deserves extra pr
encryption at rest or in transit, as well as special precautions when exchanged

A6 VULNERABILITY DETAIL

Unhandled error in web application (2]

Code disclosure vulnerability (1)

«  Click a threat type to view affected files. The results also show guidance to remediate the threat:

The detail dialog lists which specific threat types were found within that category.
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A6 VULNERABILITY DETAIL

Unhandled erro@ web application (2]

Vulnerabilites: ¢
http:/iveww cwatchdemo com/cw-login php

http:/ivewrw cwatchdemo com/cw-admin/js/cw-fullscreen js

Fix Guidance:

* Ensure that the application source handles exceptions and errors in a such a way that ne sensitive imformation is disclosed to the
USETS

* gonfigure the application server to hamdle and log any excepticns that the applicaticn might yield

Long Description:

Information Leakage is an application weakness where an applicaticn reveals sensitive data, such as technical details of the web
application, enviromment, or user-specific data. sensitive data may be used by an attacker to exploit the target web spplication, its
hesting network, or its users.

In its most common form, information leakage is the result of cne or more of the follewing conditions:
* A failure to scrub cut HTML/Script comments containing sensitive information

* Improper application or server configurations

* Improper applicaticn error handling

Code disclosure vulnerability (1]

«  The 'Vulnerabilities' pane shows a list of affected files
«  The 'Fix Guidance' pane summarizes the fix recommendations.
«  The 'Long Description' pane contains detailed background information on the threat

View the results of previous scans

You can view the results of the 10 most recent OWASP top 10 vulnerability scans on your site.
+  Click on registered website on the left
+  Choose 'Vulnerabilities' from the sub-menu
+  Click 'View Scan History' in the 'OWASP Top Scan' pane
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covers the OWASP Top 10 threats for your website

Once the scan is complete you will see your score an

have blocked to protect your site.

View Scan @st{:w &)

€ OWASP Scan History {3 Transtations for the vuinerabilities are not avaitable.

May

02

20138

DUJF!S p S,.I':'I,FE Scan Date:02-05-2018 - 14:24 pm High @ Mad @& Low 1 Scora: & out of 10

DR Ll A 0

RANK, VULNERABILITES DESCRIFTION
A1 0 Injectlon flaws, such as S0L, 05, and LDAP injecton accur when untrusted data ks sent 1o &n interpreter a5 parl of a command or

guery. The attacker’s hostile data can trick the interpreter into exscuting vnintended commands or accessing data without proper
authorizafion

AZ 0 Application functions related to authentication and sesslon management are often not implemented correctly, allowing attackers to
compromise passwards, keys, or session tokens, or to exploit ather implementation flaws to assume other usars” identities

MO0 A o r whenever an applicalion bak intnasted data ar . i1 b bimweser withaut praper validatian o

The dates of the previous scans are shown at the top of the history window.

+  Select a date to view detailed results from the scan run on that day
See View detailed results of the last scan if you need more help with this.

4.3 Malware Scans

«  Click on a website in the left-hand menu and select 'Malware'
You need to upload the scanner agent to your site to enable malware scans.
There are two ways to do this:

1. Automatically - Use the cWatch interface to upload the file to your site.
+  Click 'website name' > 'Malware' > 'Enable Scanner' to get started. You need to provide your web-
server details.
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+  See Upload the agent automatically for more details.

2. Manually - Download the agent and copy it to your site. The agent is a .php file.
+  Click the website name on the left and choose 'Settings'

+  Open the 'Malware Scan' tab
«  Click the 'Activate Manually' link.
«  See Manual Configuration if you need more help with this.

One done, cWatch will run scheduled scans on all files hosted on the website. You can also start manual scans from
the 'Malware' page.

«  cWatch uses a range of malware detection mechanisms to identify threats on your site:

«  Comodo Cloud - Identifies malware using our cloud based file lookup system (FLS)
«  CWW - Uses heuristic technologies to identify malware
+  Dynamic - Uses signature based malware detection

+  Automatic malware removal is enabled by default for 'Pro" and 'Premium'’ licenses. The scan and cleanup
will automatically take place according to your schedule. You can manage automatic malware removal in
‘Settings' > 'Malware Scan' page.

+  Automatic malware removal is not covered by Basic and Starter license types. If you enable automatic
malware removal in 'Settings' > 'Malware Scan' page, you will be prompted to upgrade your license for the
website

«  The frequency of the scheduled scans depends on your license type:

+  Basic - Once per day
«  Pro - Twice per day
«  Premium - Four times per day
«  The number of scans per day includes both scheduled and manual scans. For example, if you have a
premium license and perform two manual scans, then only two scheduled scans will run that day.

The 'Malware Scans' interface
«  The 'Malware Scan' page shows the last ten scheduled and manual scans on the site.

«  Each row shows the number of malicious files found, and the time of the scan. See 'View malware scan
results' for more details.

+  You will receive a notification email if malware is found by a scan.

+  You can request Comodo technicians manually remove all threats from your site.
From this interface you can:

« Upload the scanner agent to your site

- Start a manual scan

+  Submit a malware cleanup request

+  Start a scan and request a cleanup in a single step

« View malware scan results
Upload the scanner agent to your site

«  Click the name of the target website in the left-menu

+  Click the 'Malware' menu-item

+  Click 'Enable Scanner":
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~ M I‘H I. (_ t--l @ Makware Scanner has not been activated.,
Y|
il B nocrder 1o start scam and see resufts regarding the securty of this e, furn it on
MR M e Cleanup
Walcome
@en O &

%5 Dashboard

Cvernvies

“ulnerablifies

CYBET SeCLrmy

ENABLE SCANNER

In order to enable malware detection, we need to connect to your site via FTP/SFTP and
upload server side scan agent

Please fill the form above and click 'Enable Scanner'

Connection Type: |[FTP ~

Hostname 21 *
Username
Password

Site Directory

e.q., fpublic_htmif

Enable Scanner Manually Enable Scanner

Configure the way you want cWatch to access your site to upload the file:

s/FTP Settings - Table of Parameters

Parameter Description
Connection Type Choose whether cWatch should use FTP or sFTP protocol to connect to your server.
Hostname The hostname or IP address of your FTP or sFTP server
Port The port through which the website can be securely accessed by cWatch.
Username/Password The login credentials for the FTP of sFTP server
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«  Complete all details and click 'Enable Scanner'. cWatch will upload the file to your website and enable the
malware scanner.

«  Alternatively, click 'Enable Scanner Manually' to download the file so you can manually upload it to your
site. You will be taken to the 'Manual Scan' settings interface for the website. See Manual Configuration
for more details.

Start a manual scan

«  Click on a website and choose 'Malware'
«  Click the 'Start Scan' button

The scanning process s

tarts:

+ Malware Scanner is activated.
Click "Start Scan’ to intiate malware scan for this site

MALWARE SCAN - CWATCHDEMO.COM

Click 'Request Malware Cleanup' to initiale malware scan and cleanup ticket

The results are shown at the end of the scan:

+ Scan Start Time

T Scan Start Time

T Scan Start Time

+ Scan Start Time

+ Scan Start Time

1 15.11.2018 -

+15.11.2018 -

115112018 -

+15.11.2018 -

1 15.11.2018 -

17:53

17:07

17:00

16:53

16:43

Malware Found: 45

Malware Found: 1

¥} Cleanup Completed

Malware Found: O

Malware Found: 0
© Scan Failed.

Malware Found: 0
© Scan Failed.

Malware Cleanup Request Request ID:
Progress 1185195
* Cleanup

(ocoTPEEN oo

© Scan Failed.

© Scan Failed.

+  Click the '+' symbol to view malware details and file location.
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Scan Start Time: 15.11.2018 - 17:53 Malware Found: 45 Request Malware Cleanup
FILE
# FILE PATH SHA1 STATUS
VERDICT

[fCHECK_ME_QUICKLY

1 Trojware 5153 b2e3c69c68ad60215164c11fadd0aefa03fds8sh  Safe
.-cure.-sample 014

2 TrojWare 5153 /ICHECK_ME_QUICKLY 97911046502013843b7690f3d4c9edsbledbasd7  Safe
feure/sample 011
JICHECK_ME_QUICKLY

3 Trojware. 5153 =~ = = 7b2b18821ece720c512e7df3148100c7fa806518  Safe
feure/sample 012
JICHECK_ME_QUICKLY

4 TrojWare 5153 - brefsfead2332a17ef0dab18976116717adf703 Safe

fcure/sample.013

+  Click 'Request Malware Cleanup' to instruct Comodo technicians to remove the malware. See the following
section Submit a malware cleanup request for more details.

Submit a malware cleanup request

You can send a request to Comodo to remove malware, found by any scheduled or manual scan. You can also
specify any problems that you encounter with your website when submitting your malware removal request so our
technicians can remediate them.

«  Click on a website and choose 'Malware'

+  Click the 'Request Malware Cleanup' button in the row of a scan where malware was found:
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Requeest Mabware Cleanup '

Scan Start Time: 15.11 2018 - 1753 Malware Found: 45

FILE
# VERDICT FILE PATH SHA1

STATUS

HCHECK_ME_QUICKLY

b2e3c69c68ade0215164c11fadd0aefadifds85b Safe

TrojWare 5153

MALWARE CLEANUP REQUEST

Submitting this will create a malware removal (cleanup) request on your infected site

‘cwatchdemo.com' . Depending on the complexity of the case removal can take
couple of hours. You can follow the progress under '‘Malware Removal' column.

I'm having trouble with:

L My website is blacklisted (has bad reputation)
U Google shows warning for my site

[ sitecheckers say issue found with my site

L1 My website is sending emails out of my control
LI My shared hosting provider says they will shut my site due to malware
(11 see unknown strange files

[ My website redirects strangely

L1 My website does not lpad

[11 want to know if everything is fine with my site
L] After your cleanup my website stopped working

Details:

During malware removal process you may realize that some files modified, removed,
added on your site. When needed we will access your database, admin panels and
necessary locations. Although we will try to keep everything running with no downtime
on your site, there can still be minimal downtimes. By filling this form and submitting
malware removal request you authorize us to do all above mentioned operations.

Submit Request

«  Select all issues affecting your site (optional)

+  Enter your message to the technician in the 'Details' text box (mandatory)
+  Read the information and click 'Submit Request'.
« Arequest ID is created.
+  Our technicians will access your site to remove the malware and remediate the issues you reported.
«  The progress of the cleaning operation is shown on-screen.
«  Click 'Request ID' if you want to message the technician while the clean is in progress:
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Malware Cleanup Request
Scan Start Time: 15.11.2018 - 1753  Malware Found: 45 Progress e

134750
0%

MALWARE REMOVAL REQUEST
Request ID: 1343750 Scan Date and Time: 26.11.2018 -
16233
Status: SCANNING 0%

Malware Found: 0

& You 26.11.2018 - 16:33

The site is slow

FPlease perform a deep clean

Post Comment Clear

You will see the following when the cleanup is complete:

Malware Found: 45 Malware Cleanup Request Progress Request ID:
Scan Start Time: 15.11.2018 - 1753 1343750

) Cleanup Completed e -

+  Click 'Cleanup Report' to download a summary of the operation. The report itemizes each piece of malware
removed.

Start a manual scan and request a cleanup in a single step
«  The 'Malware' page lets you start a scan and request a cleanup operation in one step.
«  You need to upload the malware scanner agent to your site to enable scans.

To start a scan and submit malware cleanup request

«  Click on a website and choose 'Malware'
«  Click the 'Request Malware Cleanup' button on the top right
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MALWARE SCAN - TESTMYPC.COM

© Malware Scanner has not been activated.
In order to start scan and see results regarding the security of this site, turn

it on O Request Malware Cleanup
l——.

MALWARE CLEANUP REQUEST

In order to enable malware detection, we need to connect to your site via FTP/SFTP
and upload server side scan agent.

Please fill the form above and click 'Enable Scanner'.

I'm having trouble with:

U My website is blacklisted (has bad reputation)
U Google shows waming for my site

U sitecheckers say issue found with my site

L My website is sending emails out of my control
L My shared hosting provider says they will shut my site due to malware
U1 see unknown strange files

O My website redirects strangely

U My website does not load

L1 want to know if everything is fine with my site
L After your cleanup my website stopped working

Details:

Connection Type:

Hostname 2 =
Username

Password

Site Directory

e.q., /oublic_htmil

«  Select all issues affecting your site

- Enter your message to the technician in the 'Details' text box
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+  If the website has not been already enabled for malware scanning, enter the FTP/sFTP access details for
the website for cWatch to upload the scanner agent to the website. Note - These options appear only for
websites not pre-configured for malware scans.

sIFTP/FTP Settings - Table of Parameters

Parameter Description
Connection Type Choose whether cWatch should use FTP or sFTP to connect to your server.
Hostname The hostname or IP address of your server
Port The port through cWatch can should access your site
Username/Password The login credentials for your server
Site Directory The location of the website on your server. Enter the full path.

«  Complete all details and click 'Submit Request'.
cWatch will upload the agent to your site and commence scanning.
« Acleanup request is created if the scan finds malware.
«  Our technicians will access your site to remove malware and remediate any other issues you reported.
«  Click 'Request ID' if you want to send a message to the technician while the cleaning is in progress.

Malware Cleanup Request
Request ID:
Scan Start Time: 1511 2018 - 175 Malware Found: 45 Progress 9

134750
0%

MALWARE REMOVAL REQUEST
Request ID: 1343750 Scan Date and Time: 26.11.2018 -
16:33
Status: SCANNING 0%

Malware Found: 0

& You 26.11.2018 - 16:33

The site is slow

Please perform a deep clean

Post Comment Clear

Enter you message in the text box and click 'Post Comment'. The message will be sent to the
technician attending to your malware removal request ticket.
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You will see the following screen when the cleanup is complete:

Malware Found: 45 Malware Cleanup Request Progress Request D

Scan Start Time; 15112018 - 1753 1343750

+  Click 'Cleanup Report' to download the report in .pdf format. The report contains the numbers of malware of
cleaned in different categories.

View malware scan results
«  The 'Malware Scan' page shows the results of all scheduled and manual scans.
+  You can view the list of malware identified in any scan with their details

+ You can also create a malware cleanup request to our technicians. The technicians access your website
and remove the malware identified.

+  You can also download a report of the malware cleanup operation.
To view the malware scan results

«  Click on a website and choose 'Malware'

MALWARE SCAN - CWATCHDEMO.COM

+ Malware Scanner is activated. O Start Scan
Click 'Start Scan' to initiate malware scan for this site

Daily Scan Limit left : 10

Click 'Request Malware Cleanup' to initiate malware scan and cleanup ticket

Scan Start Time: 15.11.2018 - _

+ J Malware Found: 45
N —— Malware Cleanup Request Request ID:

. Scan Start Time: 15.11.2018 - : Progress 1185195

17.07 ¥) Cleanup Completed * Cleanup

100% Completed Report
- AaE o _

. Scan Start Time: 15.11.2018 Malware Found: 0

17:00

Scan Start Time: 15.11.2018 - Malware Found: 0 )
+ © Scan Failed. @ Scan Failed.

16:53

+  Scan Date and Time - Start time of the scan
+  Malware Found - Number of threats found by the scan

- Status - Indicates the scan progress and malware cleanup progress (only for scans for which
'Malware Cleanup Request' was raised).

+ Request ID - The support ticket number generated malware removal request (MRR).

«  Click the ID to send a message to the technician during the progress of the cleanup process
or to view the result of the cleanup process after cleaning is completed.
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+  Click 'Cleanup Report' to download a .pdf file of the cleanup report
To view the list of malware identified by a scan

+  Click the '+' symbol beside a scan row

Scan Start Time: 15.11.2018 -
1753 N - Malware Found: 45
FILE
# VERDICT FILE PATH SHA1 STATUS

JICHECK_ME_QUICKLY

, . b2e3c69c68ad60215164c11fadd0aefa93fdo85D Safe
Jcure/sample.014

1 TrojWare.5153

CHECK_ME_QUICKLY
2 TrojWare 5153 T 97911046502913843b769013d4c9ed8bledbasd?  Safe
Jeure/sample 011

JICHECK_ME_QUICKLY

, ) 7b2b18821ecer2cc512e7di3148109c7fa896518  Safe
Jeure/sample. 012

3 TrojWware 5153

HICHECK_ME_QUICKLY
4 TrojWare 53193 | T bceféfeal2332a17ef0dab18976116717adff703 Safe
Icurefsample.013

HCHECK_ME_QUICKLY
5 TrojWare 5153 o ac9d135564406510ee4d05a0401a9488b2280b9d  Safe
Jeure/sample. 004

JICHECK_ME_QUICKLY

, . 49f9f6b30ef37967d363e3c207decdatleddelcd Safe
Jcurefsample.003

B TrojWare.5153

[ICHECK_ME_QUICKLY

Malware Scans - Column Descriptions

Column Header Description
File Verdict The name of the malware
File Path The location where the malware was detected
SHA1 The Secure Hash Algorithm 1 (SHA1) hash value of the malware file
Status The action taken on the malware file

44  Cyber Security Operation Center Results

+  Click on a website in the left-hand menu and select 'Cyber Security'

«  The Cyber Security Operation Center (CSOC) is a team of dedicated analysts at Comodo who investigate
and remove threats discovered by Comodo's enterprise security solutions.

«  The CSOC team monitors the event logs of registered websites and constantly updates security rules to
deliver unrivaled protection to our users.

«  The CSOC interface shows detailed stats about attacks that were blocked on your site. It also lets you
choose an action that cWatch should take if similar attacks take place.

+  Click the name of a website on the left then choose 'Cyber Security' to open the results interface.
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@ CYBER SECURITY OPERATION CENTER(CSOC) - CWATCHDEMO.COM

cWatch

Statistics Events

53 Dashboard WAF BLOCKED 7 Days

-
| G

Overview Click and drag in the plot area to zoom in
Vulnerabilities
Iy aluace

Cyber S@_'c)urity

UNTreTics

& ] T‘ ]I
\|| ]\ | | |
U Iy | 4 1
T o T e I I T T oAl

| | i1 A \ Il ARIR
2 e fomb e e i

Firewall Rules

| N NI
'-a“h“n !H!| ‘w 7‘!| 1|‘| “ﬂ"‘o||‘||‘a oy |‘

The 'Cyber Security Operation Center (CSCO)' interface has two tabs:

+  Statistics - Summary of attacks blocked by the Web Application Firewall (WAF). You can specify the action
taken on future access attempts from the same origin. See WAF Statistics for more.

«  Events - Lists all incidents recorded by the Web Application Firewall (WAF), and the actions taken upon
them. You can change the future action from here if required. See WAF Events for more details.

4.4.1 WAF Statistics

- Click on a website in the left-hand menu and select 'CSOC' > 'Statistics' tab

«  The statistics page shows attacks identified and blocked by the web application firewall. This includes the
top 5 attack types and top 5 attack sources.

+  You can also choose the action taken on future threats from the same sources. cWatch updates your WAF
rules accordingly.

View WAF statistics

+  Click on a registered domain on the left then choose 'CSOC'
«  Open the 'Statistics' tab if not already open

WAF Blocked

Timeline of attacks blocked by the web application firewall (WAF). The WAF is constantly updated with new rules to
combat the very latest threats.
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WAF BLOCKED m
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+ Waf Blocked Count

+  Place your mouse anywhere on the chart to see the number of attacks blocked at that point in time.
+  Click and drag the line to zoom in on a time range. Click '‘Reset Zoom' to return to the original view.
Threat Summary

The number of attacks identified and blocked, and the number of custom WAF rules active on the website.

827 Threats Stopped 99 Active Custom Firewall Rules

«  <NN> Threats Stopped - Click to view a list of the threats blocked. See WAF Events for more details.

«  <NN> Active Custom Firewall Rules - Click to view and manage the WAF rules active on the site. See
Configure Firewall Rules for more details.

Top Countries

The top 5 countries from which attacks originated. You can also see the percentage of all attacks that came from the
country.

Top Threat Countries

United States %50
United Kingdom %11
Ukraine %10
Bangladesh %6
Ireland %3
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Choose action - Specify the action that should be taken on future attacks from the country:

Rl Yol Dose aclic

Bangladesh %6

Ireland %3 Allow E
Block

Monitor

Captcha

«  Allow - All traffic from the country is permitted. This includes legitimate traffic, bots etc.
+  Block - No traffic is allowed from the country. An error message is shown to users.

+  Monitor - Traffic from the country is recorded. This action is particularly useful for testing out potential
'Captcha’ and 'Block’ rules. You can check what specific traffic will be affected before setting up a rule that
might negatively impact customers.

«  Captcha - Shows an interactive test that allows visitors to prove they are human. Users need to pass the
test to access the website. Captcha images are generated randomly.

Click 'Apply' to save your choice.

The 'Add New Rule' dialog appears, pre-populated with the conditions selected above.

Enter Rule Name: Block Bangladesh
| |
If: Country a3 - Bangladesh = @
| BN | ENAS
Then the action is: Block E|

=+ Add Condition

«  Edit the rule name and conditions if required
+  Click 'Save' to add the rule.
You can view the rule from the 'Firewall Rules' interface. An example is shown below:
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Custom WAF Rules Total 100 rules

RULE ID RULE NAME TYPE DETAILS ACTION

1202936 Block Bangladesh Country BD Block 7 x @:

- See Configure Firewall Rules for more details on managing custom firewall rules.

Top Organizations

Shows the top 5 entities from which attacks originated:

Top Threat Organizations

:
0e22

Choose action - Specify the action that should be taken on future attacks from the organization.

The rest of the process is similar to creating a rule for a country. See the explanation above.
+  See Configure Firewall Rules for help with custom firewall rules.

Top Threats
Shows the top 5 attack types blocked by WAF:

Top Threats Stopped
Traffic From Hosting Services %39
Unknown User Agent Prevention %15
Traffic Wia Proxy Metworks %13
Traffic Via a VPN %7

CSHF %6

Top Threat Countries
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A map showing the countries from which most attacks came:

Top Threat Countries

W %

Afghanistan

Threats stopped: 24
% 2.9 of all threats

«  Mouse-over a country to view the number of attacks and percentage of total attacks from that country.

4.4.2 WAF Events

+  Click on a website in the left-hand menu and select 'CSOC" > 'Events' tab
«  The 'Events' page lists all access attempts intercepted by Web Application Firewall (WAF) rules.

- Details include the source IP of the attempt, the rule that caught the attempt, and the action taken on the
traffic. Actions include allow, block, monitor, or allow with captcha verification.

+ 'Choose Action' - Specify the action to be taken on future incidents of the same type from the same source.
cWatch updates your WAF rules automatically.
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Statistics
Display Al Display Blocked Requests Display Passed Requests Display Monitored Requests

Last 1 Hour Last 6 Hours Last 12 Hours Last 24 Hours Last 7 Days

Filter By IP: |Search By IP Search

RULE NAME % ACTION % RESULT & IP % COUNTRY ¢ DATE~

Unknown User Agent Prevention Handshake  Blocked = s 2018-11-27 16:04:00
Unknown User Agent Prevention Handshake  Blocked = s 2018-11-27 15:57:00
Traffic From Hosting Services Handshake Blocked =S 2018-11-27 15:39:00
Traffic Via Proxy Networks Handshake Blocked B0 2018-11-27 15:10:00
CSRF Block Blocked B AF 2018-11-27 13:54:00
Traffic Via Proxy Networks Handshake Blocked B0 2018-11-27 13:54:00
CSRF Block Blocked B AF 2018-11-27 13:46:00

WAF Events - Column Descriptions

Column Header Description
Rule Name The label of the firewall rule that intercepted the access request
Action The activity of the access request on the website
Result Whether the traffic was blocked, allowed, monitored or allowed with a captcha
verification
P The IP address of the source from which the access request originated
Country The country from which the access request originated
Date The date and time of the access request

Sorting and Filtering options:

+  Use the buttons along the top to filter events by action taken on the traffic

Display All Display Blocked Requests Display Passed Requests Display Monitored Requests

«  Use the time buttons to select the interval over which you want to view events

Last 1 Hour Last 6 Hours Last 12 Hours Last 24 Hours Last 7 Days

«  Search box - Enter an IP to find access requests from a specific address

Create a custom rule to filter traffic from a specific address

- Click the 'Choose an action' button beside an IP address and select an action:
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N RESULT = P = COUNTRY :
)ake  Blocked PK
1ake Blocked | Allow ' = US
| Block
Monitor
| Captcha

+  Allow - All traffic from the IP is permitted. This includes legitimate traffic, bots etc.
«  Block - No traffic from the IP is allowed.

«  Monitor - Traffic from the IP is recorded. This action is particularly useful for testing out potential 'Captcha’
and 'Block' rules. You can check what specific traffic will be affected before setting up a rule that might
negatively impact customers.

«  Captcha - Shows an interactive test that allows visitors to prove they are human. Users need to pass the
test to access the website. Captcha images are generated randomly.

Click 'Apply' to save your choice.

The 'Add New Rule' dialog appears, pre-populated with the conditions as selected above.

Enter Rule Name: Block IP
If P v - &
Then the action is: Block v

=+ Add Condition B Save
- Edit the rule name and conditions if required
«  Click 'Save' to add the rule.
You can view the rule in the 'Firewall Rules' interface:

Custom WAF Rules Total 101 rules
RULE ID RULE NAME TYPE DETAILS ACTION
1202936 Block Bangladesh Country BD Block ’ x @:
1203036 Block IP Ip Block P x @:
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«  See Configure Firewall Rules for more details on managing custom firewall rules.

4.5 Content Delivery Network Metrics

«  Click on a website in the left-hand menu and select 'CDN Metrics'

«  Your cWatch license includes a content delivery network (CDN) service for your websites. The service will
improve page load-times for your customers and improve the reliability/uptime of your site.

+  You can configure your sites to use the service by changing your domain's authoritative DNS to Comodo, or
by adding a CNAME entry to your DNS records.

«  Comodo Authoritative DNS name server (NS) details are provided in 'Settings' > 'Domain’. The CNAME
entry is generated by cWatch. See Add Websites and Website Configuration for more details.

Once configured, the CDN service will:
+  Accelerate performance by delivering your site content from data centers closest to your visitor's location.

«  Forward event logs to the Comodo CSOC team who will monitor the traffic to identify anomalous behavior
and threats.

+  Provide Comodo web application firewall protection for your domains. The CSOC team constantly improves
the Mod Security rules in Comodo web application firewall to provide cutting edge protection for our
customers.

The Content Delivery Network (CDN) Metrics page for a website displays statistics on your CDN usage and traffic
throughput.

+  Click a website name on the left then choose 'CDN Metrics' .
«  The slider at the top right allows you to choose the time period for which you want to view the statistics.

The page contains the following charts:

CDN Usage
The 'CDN Usage' field shows how much CDN data your website has
CDN USAGE used.
0.79 GB
Transferred
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Request and Bandwidth by Edge Location

The 'Request and Bandwidth by Edge Location' map shows the regions from which your traffic originated. You can
also view the number of access requests from each region.

REQUEST AND BANDWIDTH BY EDGE LOCATION

e
() _
Spehi-ceg Estonia

; Latvia
MNarth Sea
United Denmark Lithuania
Kingdom
Belarus
Foland Metherlands Poland
Germany
Belgium 16
b ff} Czechia Uk
Slovakia
Austria Maoldova
| Himnare
France Map data 2017 Google, ORION-ME  Terms of Use

+  Click on an regional hot-spot to view the traffic and number of access requests from that region.

Country  Frankfurt *

N
Traffic  172043MB 5 @ |
Requests 87e02

Request and Bandwidth by Region

This graph shows the number of website requests and the amount of data used by each continent.
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«  You can choose the time period using the slider at top-right.
+  Select a portion of the graph to zoom-in

«  The yellow line graph shows the number of requests from different continents

+  Place your mouse on the line to view the number of requests from the respective continent
«  The green bar graph shows the bandwidth usage from different continents

+  Place your mouse on a bar to view the precise traffic bandwidth from the respective continent
Status Codes by Types

+  Shows the different HTTP status codes sent to your visitors in response to their page requests.

STATUS CODES BY TYPES

40000
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=
3
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B 2 Fax I o
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«  2xx =Success

«  3xx = Redirection

+  4xx =Client errors
«  bxx = Server errors

«  You can choose the time period using the slider at top-right.
- Select a portion of the graph to zoom-in

+  Place your mouse on the graph to view the number of responses of that type returned at that time
point

Status Code Distribution by Percentage

Shows the percentage of HTTP response status codes generated by your site within the set time period. HTTP
status codes are as follows:

+ 1xx Informational responses.
+  2xx Success.

«  3xx Redirection.

«  4xx Client errors.

«  b5xx Server errors.

STATUS CODE DISTRIBUTION BY PERCENTAGE

® 2xx 3xx ®

«  You can choose the time period using the slider at top-right.
+  Place your mouse on a sector the to view the number of responses of that type

Status Code Details

The 'Status Code Details' pane displays the precise HTTP response status codes returned within the selected time
period.

A detailed explanation of each code is available at https://en.wikipedia.org/wiki/List_of HTTP_status_codes.
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STATUS CODE DETAILS

Search Search

STATUS CODE - HITS =+
200 36346
. ______________________________________________________|
30 4155
|
400 65
403 10821
.|
404 30
Total 51421

Showing Soutof7 ¢ 10of2 >

«  You can choose the time period using the slider at top-right.
+  Use the search box at the right to search for a particular status code

+  Click any column header to sort the items in alphabetical ascending/descending order of entries in
that column.

Top File Types by Requests

The "Top File Types by Requests' graph shows the numbers of different file types requested by your website visitors
over the set time period.

TOP FILE TYPES BY REQUESTS

7.5k
5k
E
=
=
L
T 25k
pl
# File Types: 670
Ok I T T T

I File Types

«  You can choose the time period using the slider at top-right.
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+  Place your mouse on a bar to view the exact number of files of that type served to your visitors.
- Select a portion of the graph to zoom-in
File Size Distribution by Percentage

The 'File Size Distribution by Percentage' graph shows the numbers of files of different file sizes requested by and
served to your visitors from your website.

FILE SIZE DISTRIBUTION BY PERCENTAGE
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I File Size Distribution

«  You can choose the time period using the slider at top-right.
+  Place your mouse on a bar to view the exact number of files of that size range delivered to your
visitors.
- Select a portion of the graph to zoom-in
All File Types

The 'All File Types' pane displays the exact numbers of different types of files delivered to your visitors from your
website within the selected time period.

ALL FILE TYPES

Search Search

FILE TYPE = HITS =
3 php 6959
]
[# cgi 2115
L |
[# asp 678
-
[# pl 670
-
[# html 415
-
Total 14843

Showing 5 out of 50 ¢ 10f10 »
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«  You can choose the time period using the slider at top-right.
+  Use the search box at the right to search for a particular file type.

+  Click any column header to sort the items in alphabetical ascending/descending order of entries in
that column.

4.6 Configure Firewall Rules

«  Click on a website in the left-hand menu and select 'Firewall Rules'

You can define custom rules to block, allow, monitor or challenge specific types of traffic. These are in addition to the
firewall rules built-in to cWatch. You need to enable the firewall for custom rules to work (click 'Settings' > "'WAF").

+ You can create custom rules for specific IPs, IP ranges, countries, organizations and more.

+  You can add multiple conditions to a rule. For example you can configure a rule to block traffic from a
specific IP in a certain country.

+  Messages are shown to site visitors for actions such as block and captcha.

Important - The firewall prioritizes rules by action type. It does not use a 'ladder' system whereby rules are
prioritized by their position in the interface. Action priority is as follows:

1. Monitor
2. Allow
3. Block
4. Captcha

... 80 in the event of a conflict, 'Monitor' rules overrule 'Allow' rules, which in turn overrule 'Block' rules and so on.
For example, suppose a piece of traffic is covered by three separate rules:
+  Rule A-"Block' the traffic based on country
«  Rule B -"Allow' the traffic based on URL
+  Rule C - Show 'Captcha’ based on content type
The traffic is allowed as allow rules supersede block and captcha rules.
Open the Firewall Rules interface

«  Click a website name on the left and select 'Firewall Rules' .

@ FIREWALL RULES - CWATCHDEMO.COM
cWatch + Add New Rule
Custom WAF Total 7 rules
Rules
Welcome
GeEN O & O RULE ID RULE NAME TYPE DETAILS ACTION
1162940 InMotions 1P Ip Allow 2 I (
1§ Dasnhboard 1162984 Joe Home IP Ip Allow B & (
- 1162985 Thomas Home IP Ip Allow ¥ ¥ e
Overview 1162986 Office IP Ip Allow X X &
Vulnerabilities
1162987 Wilson Home IP Ip Allow 2 (
Malware #
Cyber Security 1163117 \_;'-.fnltehstmg crcnjops Complex Allow # x (
from InMotion Hosting
CDN Metrics
1208557 Block Namibia Country Block P % (
Fi[eﬂ%ﬁJlES ]
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Custom WAF Rules - Column Descriptions

Column Header Description
Rule ID An auto-generated identity number for each rule
Rule Name The label of the rule.
Type The category targeted by the rule. For example IP, country, content type, organization.
Details Specific items within the chosen category. For example, if ‘Country' is the 'Type', this
column shows the two letter country code of the country.
Action The process the firewall will execute on the target if rule conditions are met
Buttons 4 | - Editthe firewall rule

- Remove the rule

- Enable / disable the rule

Add a new WAF rule
+  Click 'Add New Rule' at the top right
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tal 99 rules

DETAILS

Enter Rule Name: Rule Name

Then the action is: Allow v

=+ Add Condition

+  Rule Name - Type a label which describes the rule.
«  Condition 'If' - Choose the source of the traffic:

«  IP - Enter a specific IP
« IP Range - Enter an IP range. For example, 192.168.2.1,192.168.255
«  URL - Enter a domain you want to block.

«  User Agent - Client software. For example, a browser, mail client or crawler which makes a request to
the website. You need to enter the string to identify the client.

+  You can view a list of user agent strings at
http:/lwww.useragentstring.com/pages/useragentstring.php

«  For example, The string for Firefox 64.0 is 'Mozilla/5.0 (X11; Linux i686; rv:64.0) Gecko/20100101
Firefox/64.0'

«  Select 'Exact Match' if you have entered the string in full. The rule will only apply to requests from
the specific version of the user-agent.

+ Header - The HTTP header field.

«  HTTP Method - Options are: Post, Get, Head, Put, Delete, Patch and Options.

+  File Type | Extension - Enter the file type / extension parameter. For example - pdf. exe

«  Content Type - Enter the content type. For example: application/json

+  Country - Select a country from the drop-down

Organization - Name of the organization with whom the IP is registered. For example, Google,
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Amazon, Facebook and so on. So, if you enter Amazon, all IPs registered by Amazon will apply for the
condition.

i
. ——1| - Duplicate the condition. The duplicate condition is shown underneath the original, ready for you

to modify as required.

- Add Condition - Create another criteria for the action. Conditions are always 'And', so all conditions
must be satisfied before the selected action is implemented.

+  Action - The action you want taken on the traffic. Choose from the following:

«  Allow - All traffic from the country is permitted. This includes legitimate traffic, bots etc.
+  Block - No traffic is allowed from the country. An error message is shown to users.

«  Monitor - Traffic from the country is logged. This action is particularly useful for testing out
potential 'Captcha’ and 'Block' rules. You can discover what traffic is affected before setting up a
rule that might negatively impact customers.

- Captcha - Shows an interactive test that allows visitors to prove they are human. Users need to
pass the test to access the website. Captcha images are generated randomly.

«  Click 'Save' to add the new rule

4.7  Website Configuration

+  Click a website name on the left
+  Click 'Settings'

The 'Settings' interface lets you:
«  Configure vulnerability and malware scanning on a website
- Configure FTP access so cWatch technicians can resolve issues on your site
+  Register your website with the content delivery network (CDN)
+  Upload the SSL certificate used to secure the site if you are using HTTPS
+  Configure CDN cache management settings for your website
+  Configure custom Web Application Firewall (WAF) rules
+  Endorse your website with a 'Trust Seal' from Comodo.
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Navigation

cWatch
o
o,

Vulnerabilities
Malware
Cyber Security
CDN Metrics

Firewall Rules

.% Fill the form to enable malware scanner for

@ SETTINGS - CWATCHDEMO.COM

Welcome

demo@cwatchdemo.com

Sen & & O

Malware Domain SSL CDN WAF Trust
Scan Seal

13 Dashboard

© Malware Scanner has not been activated.
v

Overview

012345.com.

Connection Type:
Hostname 21
Usemame
Password

Site Directory

e.g., Apublic_htmi/.

Enable Scanner

The interface contains six tabs:

Malware Scan Settings - Configure settings for manual or automatic scans on your site. See Configure
Malware Scan Settings for more details.

Domain - Configure DNS and nameservers in order to enable cWatch protection. See Domain
Configuration Instrauctions for more information.

SSL Configuration - Specify whether your site uses HTTP or HTTPS. You can get a complimentary SSL
certificate from Comodo if you choose HTTPS. Alternatively, you can upload an existing certificate. See
SSL Configuration for more details.

CDN Settings - Configure CDN cache and CDN edge settings. See CDN Settings for more details.
WAF Settings - Configure Web Application Firewall policies. See WAF Settings for more information.

Trust Seal - Configure your website's site seal. There are two types of seals: 'Malware Free' and 'Protected'
trust seals. See 'Trust Seal' for more details.
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4.7.1 Configure Malware Scan Settings

+  Click the website name > 'Settings' > 'Malware Scan'
+  You need to upload a file to your site to activate malware scans.
+  You can have cWatch upload the file for you, or you can manually upload the file.

@ SETTINGS - CWATCHDEMO.COM
cWaltch 0

Welcome :
demo@cwatchdemo.com

GeN B+ & O
Malware Domain SSL CDN WAF Trust
Navigation Scan Seal

13 Dashboard

@ Malware Scanner has not been activated.
.cwatchdemo com v

Overview
Vulnerabilities
Malware
Cyber Security
CDN Metrics

Firewall Rules

Fill the form to enable malware scanner for

See following sections for detailed guidance on:

»  Automatic configuration
+  Manual Configuration

4.7.1.1 Automatic configuration
You can have cWatch upload the malware activation file to your site as follows:
+  Click a website name on the left and choose 'Settings'
+  Open the 'Malware Scan' tab
+  Connection Type - select 'FTP' or 'sFTP'. sFTP = encrypted connection
«  Specify your web server hostname and login details
+  Specify the location to which you want to upload the file. Thiis must be publicly accessible.
+  Click 'Enable Scanner' to upload the file
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Malware Domain SSL CDN WAF Trust
Scan Seal

© Malware Scanner has not bean
activated.

Fill the form to enabie malware scanner for
012345 com
Connection Type:%sFT3 > |

Hostname 21

Ak

8.01, /public_himi:

FTP / sIFTP Settings - Table of Parameters

Description

Hostname

IP or hostname of your web-server

Port

By default, FTP/sFTP connections use port 21. Change this setting if your web-server
uses a different port for FTP/sFTP connections.

Username/ Password

Login credentials to your web-server.

Site Directory

Location to which cWatch should upload the file. This must be publicly accessible.

+  Note. Our technicians will also use these settings to access your site IF you request them to remove

malware.
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4.7.1.2 Manual Configuration

+  You need to upload a .php file to your website to enable automatic malware scans.

« cWatch will verify the file at the location you specify and commence scanning.

+  You have the option to automatically remove the malware at the end of every scan.
There are two ways to save the .php file on your site:

1. Automatic - Provide website access details and let cWatch automatically upload the file via FTP.

+  Click the website name on the left and choose 'Malware'
+  Click 'Enable Scanner' and provide website details.
«  See 'Malware Scans' if you need more help with this.

2. Manual - Download the .php file and save it on your website. The remainder of this section explains how to
obtain the required file.
Manual Download

+  Click the website name on the left and choose 'Settings'
+  Open the 'Malware Scan' tab

«  Click the 'Activate Manually' link:

Malware Domain SSL CDN WAF Trust
Scan Seal

© Malware Scanner has not been
activated.

Fill the form to enable malware scanner for

+  This opens the file download page:
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Malware Domain SSL CDN WAF Trust
Scan Seal

© Malware Scanner has not been
activated.

1.) Download this file. %

2.y Dptsadine dowplosserile to the roof of

your site.

3.) Enter the URL that you uploaded the file at,
then click Enable Scanner

We will try to access the file at

hitp{s)ilsite.cominame-offile.php |

+  Download the PHP file in step 1

+  Upload the file to the root folder of your website. The file should be publicly accessible.
+  Enter the URL of the uploaded file in the text field.

+  Click 'Enable Scanner' to run the check.

+  Automatic scans on your site will be enabled if the file-check is successful.

4.7.2 Domain Configuration Instructions

Important Note - If you are using an SSL certificate on your website, you must configure SSL settings in cWatch to
avoid interruptions to HTTPS traffic. See SSL Configuration for more details.

After adding a website to cWatch, you next have to configure DNS settings. You need to do this in order to enable
cWatch protection, the content delivery network, and the Web Application Firewall (WAF). There are two ways this
can be done:

»  Change your domain's authoritative DNS servers to Comodo DNS
+  Enter DNS records explicitly
Option A - Change your domain's authoritative DNS servers to Comodo
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Important Note - After changing your domain's DNS servers to Comodo, you have to use cWatch to manage your
DNS. For example, changes to your MX records must be done in cWatch and can no longer be done in your web
host's DNS management page. See 'Manage DNS Records' in 'The Settings Interface' for more information.

Click the settings icon above the navigation menu:

cVWatch

Welcome
demo@cwatchdemo.com

@ Er- O

BF Dashboard

cwatchdemo.com >

The main settings page opens:

= SETTINGS

b e

SITE LICENSE SETTINGS

cwatchdemo.com Premium

Manage Settings | Man%%e DNS
«  Click 'Manage DNS' under 'Settings' in the row of the added website

You will see the following message while registration is in progress:
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YOUR DNS REGISTRATION 1S INFROGRESS!

Dns registration processing continues. Please try
again few minutes later..

Ok

«  Once complete, open the settings page again and click 'Manage DNS' in the row of the target website

- Nameserver details are shown as follows:

SETTINGS - DNS - * TESTMYPC.COM

ETRTUS

TYRE ML

+  Go to your website's DNS management page and enter the new nameservers

«  See https://support.google.com/domains/answer/3290309?hl=en if you need more help regarding
changing nameservers

«  Open the settings page and click 'Manage DNS' to view the nameserver update status:

TYPE WVALUE STATUS
ns1.dnsbycomodo. net lr,a-"' DNS managed
youve | “ by Comodo
MNE ns2.dnsbycomodo.net I\'H-._,-
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OR

+  Click the website name in the left menu, then 'Settings' > 'Domain’ tab

T

Malware Scan Daemain S5L CDN WAF Trust Seal

In order to protect your domain using our Cyber Secure Content Delivery{CDN) Network and Web Application
Firewall(WAF) you can either

A) Change your domain's authoritative DNS servers to Comodo

B) Enter DNS records explicitly

A) CHANGE NAMESERVERS(NS) TO COMODO AUTHORITATIVE DNS

STATUS

i. Go to settings page and click to Manage “ DS managed
NS l\\‘ by Comodo

ii. If the first step is completed. change nameservers(ns) to Comodo

TYPE VALUE STATUS
NS ns1.dnshycomodo net
Mame
NS ne2.dnsbycomodo.net Sl
are set
1 may take up to 24 hours for DM3 changes to be processed globally. There

You can view the nameserver update status in option A.
+ It may take up to 24 hours for the DNS changes to be processed globally.

+  Please note there will no downtime on your website when you switch your name servers.

Important Note - After pointing your name servers to Comodo, you have to use cWatch to manage your DNS
records. For example, changes to your MX records must be done in cWatch and can no longer be done in your web
host's DNS management page. See 'Manage DNS Records' in 'The Settings Interface' for more information.

Option B - Enter DNS records explicitly

Important Note - If you are using an SSL certificate on your website, you must configure SSL settings in cWatch to
avoid interruptions to HTTPS traffic. See SSL Configuration for more details.

In order to enter DNS records explicitly, you should first note the 'CNAME' and 'A' records from the cWatch interface.
After adding a website, these details are auto-generated and available in the 'Settings' > 'Domain’ tab.

+  Click the settings icon above the navigation menu to open the main settings page and click 'Manage
Settings' in the website row that you want to configure the DNS settings

OR
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+  Click the website name in the left menu then 'Settings'
«  Select the 'Domain’ tab and scroll down to option 'B - Enter DNS Records Explicitly'

B) ENTER DNS RECORDS EXPLICITLY

You can configure your DNS using the instructions given below.

i. In order to set up www,878vandaag.nl below CNAME needs to be
created.
TYPE MNAME VALUE STATUS
CHAME  www 078vandaagnl0640- | 1Mot yet
ek7a7hthcfyhsgm.cwatchedn.com  configured!

il. In order to set up zone @78vandasez.nl below A Record needs to

be created
TYPE MNAME VALUE STATUS
A @ 151.139.242 2 | I Not yet
configured!

Mot sure how to add a CNAME record? Try:
https://support.google.com/a/topic/1615038%hl=en

+  Note down the 'CNAME' and 'A' records
+  Go to your website's DNS management page and enter the 'CNAME' and 'A' records

+  If you need more help regarding adding 'CNAME' and 'A' records, visit
https://support.google.com/al/topic/1615038?hl=en

+  DNS propagation may take around 30 minutes depending on your hosting.
+  Please note there will be no downtime on your site during these changes
Once the records have been updated successfully, you can view the status in the cWatch interface.

+  Click the settings icon above the navigation menu to open the main settings page and click 'Manage
Settings' in the website row that you want to configure the DNS settings

OR
+  Click the website name in the left menu then 'Settings'
«  Select the 'Domain’ tab and scroll down to option 'B - Enter DNS Records Explicitly'
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B) ENTER DNS RECORDS EXPLICITLY

TYPE NAME VALUE STATUS

CHAME subone subonemycwatchcom1326 v | Configured.
givkjgav4ntofwivglm.stagingsecurecdn.com

«  You can view the confirmation under the 'Status' column.

4.7.3 SSL Configuration

«  An SSL/TLS certificate is placed on a website to identify the domain owner and encrypt all data that passes
between the site and a visitor's browser.

- Sites that use a SSL/TLS certificate have a URL that begins with HTTPS. For example,
https://www.example.com

- Comodo strongly recommends you use a certificate on your site.
There are two ways to deploy a certificate with cWatch Web:
- Bring your own SSL

+  Upload the certificate used on your website to the cWatch CDN edge servers. Recommended for
most customers.

«  This will secure traffic between your site (the origin server) and the cWatch CDN.
+  See Upload your own SSL Certificate to find out how to deploy your certificate
«  Complimentary Comodo SSL

+  Geta free SSL from Comodo deployed on CDN Edge servers

« Inorder to obtain your free SSL certificate, you should have configured your website to use
Comodo DNS. This can be done in two ways:

+  Change your domain's authoritative DNS servers to Comodo DNS
+  Enter DNS records explicitly

+  Guidance on DNS configuration is available in the previous section Domain Configuration
Instructions.

+  See Install Complementary SSL Certificate to find out how to deploy your free certificate
Upload your own SSL Certificate
- Click the cog icon above the navigation menu to open settings.
«  Click 'Manage Settings' in the row of the website that you want to configure
OR
+  Click the website name on the left menu, then 'Settings'
+  Select the 'SSL' tab in the 'Settings' page:
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An SSL/TLS Certificate is a digital certificate or file used
during the HTTPS protocol to authenticate and encrypt
data in motion on the web. Encryption is the act of
scrambling data into an undecipherable format that can
only be read with its matching decryption key. Properly
installed SSL Certificates enable an hitps:// secure
connection between browsers and web servers

Bring Your Own SSL
(Recommended)

Upload your own premium SSL Certificate for complete Order SSL Certificate
protection and security of your origin server & our CDN
edge servers. This will ensure a compleiely secure
website experience fo eliminate privacy risks & Upload Your SSL Certificate
vulnerabllities such as eavesdropping and Man-in-the-

Middle (MitM) attacks

Complimentary Comodo SSL

(Edge Certificate)
Automatically enable a FREE basic encryption-only SSL cerfificate to secure the CDN
edge server connection. This complimentary solution will NOT secure the connection

+  Scroll down to the 'Bring Your Own SSL' section.
«  Click 'Order SSL Certificate' if you do not already have a certificate on your site

+  You will be taken to SSL purchase page to buy a new certificate
+  You can install the certificate on your web-server then upload it to cWatch.
+  Click 'Upload Your SSL Certificate' to submit your existing certificate:

COMODO

Creating Trust Online®
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Bring Your Own SSL
(Recommended)

Upload your own premium SSL Certificate for complete Order 551 Cerificate

protection and security of your origin server & our CDN
edge servers. This will ensure a completely secure

website experience to eliminate privacy risks 8 Upload Your SSL Certificate
vulnerabilities such as eavesdropping and Man-in-the- ‘“

Middle (MitM}) attacks

UPLOAD YOUR CERTIFICATE

(i) Certificate

Paste the cerificate PEM
content that you received
upon issuance of your SSL
Certificate.

Paste certificate PEM content

(i) SSL Chain Certificate
(Optional)

Paste all of the intermediate
certificates  required  to
verify the subject identified
by the end certificate.

Paste chain certificate content

(i) Certificate Key

Paste vyour cerificate's
Private Key. This is needed
to encrypt data that is sent

Paste private key PEM content

out. We safely store all
private keys. NEVER share
your key with anyone other
than us.

Upload Your Certificate - Form Parameters

Parameter Description

Certificate Paste the content of your certificate. The content you are looking for is something like
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MIICUTCCAfugAwIBAgIBADANBgkghkiGI9wOBAQQFADBXMQswCQYDVQQGEwW
JDTIEL
MAkGA1UECBMCUE4xCzAJBgNVBACTAKNOMOswCQYDVQQKEWJIJPTJELMAKGAL
UECxMC
VU4xFDASBgNVBAMTCOhlcm9uZyBZYWS5nNMBAXDTAIMDCeXNTIXMTkON1oXDT
A1MDgx
NDIxMTkON1owVzELMAkGAIUEBhMCQO04xCzAJBgNVBAGTAIBOMQswCQYDVQ
QHEwJD
TJELMAKGA1UEChMCT04xCzAJBgNVBASTA1VOMROWEgYDVQODEwWt I ZXJvbm
CcgWWEu
ZzBcMAOGCSgGSIb3DOEBAQUAAOSAMEgCQQOCPS5hnG70gBhtlynp0S21cBew
KE/B7]
V14geyslnr26xzZUsSVko36ZnhiaO/zbMOORCKKOVECgMtcLFUQTWD1 3RAgG
MBAAG]
gbEwgadwHQYDVROOBBYEFEFXI70krXeQDxZgbaCQoR4jUDNCEMH8GAL1UdIwW
R4MHaA
FEXI70krXeQDxZgbaCQoR4jUDNCEOVUkKkWTBXMQOswCQYDVQQGEwWJDT JELMA
kGA1UE
CBMCUE4xCzAJBgNVBACTAKNOMQOswCQYDVQOKEwJPTJELMAKGA1UECXMCVU
4xFDAS
BgNVBAMTCOhlcm9uZyBZYWS5nggEAMAWGA1UdEWQFMAMBAf8wDQYJKoZIhv
cNAQEE

BQADQQA/ugzBrjjK9jcWnDVEGH1k31icNRqOoVIR132z/
+HQX67aRfgZu7KWdI+Ju

Wm7DCEfrPNGVWEWUQOmsPue9rZBgO

SSL Chain Certificate If your certificate contains an intermediate certificate then paste it here. If not, leave this
field blank.

Certificate Key Private key of your certificate

+  Click 'Upload Your SSL Certificate
The SSL certificate will be uploaded to the CDN edge servers.
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Bring Your Own SSL
(Recommended)

Upload your own premium S5L Cerdificate for complete

protection and security of your origin server & our CDN
edge servers. This will ensure a completely secure website
experience to eliminate privacy risks & vulnerabilities such
as eavesdropping and Man-in-the-Middle (Mith) attacks.

Domain www.cwatchdemo.com
Expiration date May 18, 2020 (479 days left)
Wildcard Mo

[ o PPy | R e P =) =] |

Once uploaded, traffic between the CDN and your website visitors is encrypted. Since the certificate is already
installed on your site, the communication between the origin and the CDN is also encrypted.

Install Complementary SSL Certificate
+  Click the cog icon above the navigation menu to open settings.
+  Click 'Manage Settings' in the row of the website that you want to configure
OR
+  Click the website name on the left menu, then 'Settings'
+  Select the 'SSL' tab in the 'Settings' page:
«  Scroll down to 'Complimentary Comodo SSL (Edge Certificate)":
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Malware Domain SSL CDN WAF Trust
Scan Seal

An 3SL/TLS Certificate is a digital certificate or file
used during the HTTPS protocol to authenticate and
encrypt data in motion on the web. Encryption is the
act of scrambling data into an undecipherable format
that can only be read with its matching decryption key.
Properly installed SSL Certificates enable an https://

(=Nl B = ‘walalal=wmilalsl 8 =aph == NDrNwWwsears =Tatal ARE )

Complimentary Comodo SSL
(Edge Certificate)

Automatically enable a FREE basic encryption-only SSL certificate to secure the
CDMN edge server connection. This complimentary solution will NOT secure the
connection between your origin server (where your site is hosted) and the our web
CDMN (where your site will be cached) unless you have a certificate installed at your
origin server. Data sent from the CDN edge to your origin server wil be
unencrypted and vulnerable. To fully secure your website, you'll need to bring your
own S5L certificate and upload or purchase one and upload. See above option.

Option A - Change your domain's authoritative DNS servers to Comodo > Click
for more details

Option B - Create CNAME record pointed back to Comodo > Click for more
details

You have two options to enable the free certificate:

+  Option A - Change your domain's authoritative DNS servers to Comodo - Applies if you have already
pointed your name servers to Comodo authoritative DNS.

+  Option B - Create a CNAME record which points to Comodo - Applies if you have entered explicit DNS
records to your domain's DNS settings
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Option A - Change your domain's authoritative DNS servers to Comodo
«  Scroll to 'Option A - Change your domain's authoritative DNS servers to Comodo'
+  Select 'Click here for more details'

o l».-'-ll-léa .r":".l- OWn ol certmncaie and -_|r.--|-:-4._1-'.| r.--'_u-;l-lﬁéi: one and '_|i-\.-'l':'-\'._]-.| S dRUVE DRI

Option A - Change your domain's authoritative DNS servers to Com
details

# In order to have FREE SSL Certificate installed to

your website you must change your domain's
authoritative DNS servers to Comodo. Click 'Domain’
tab to follow the instructions.

Automatically enable a FREE basic encryption-only
S5L cerificate to secure the CDN edge server
connection. This complimentary solution will NOT
secure the connection between your origin server
(where your site is hosted) and the our web CDN
(where your site will be cached). Data sent from the
CDN edge to your origin server will be unencrypted
and wvulnerable. To fully secure your website, you'll
need to 'Bring your own SSL' option

Option B - Create CNAME record pointed back to Comodo > Click for more details

+  Click the 'Activate Basic SSL Now' button
«  The process will take a few minutes to complete.

¢to > Click for more

cCOMODO

Creating Trust Online®

+  Once activated, you can see the certificate in 'Settings' > 'SSL', listed under 'Complimentary Comodo SSL

(Edge Certificate)'.
Complimentary Comodo SSL
(Edge Certificate)
Automatically enable a FREE basic encryption-only SSL certificate to secure the CDN edge
server connection. This complimentary solution will NOT secure the connection between

your origin server {where your site is hosted) and the our web CDN (where your site will be
cached) unless you have a certificate installed at your origin server. Data sent from the
CDN edge to your origin server will be unencrypted and vulnerable. To fully secure your
website, yow'll need to bring your own SSL certificate and upload or purchase one and
upload. See above option.

Domain cwatchdemo.com
Expiration date Jan 23, 2020 (365 days left)
Wildcard Mo
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«  The certificate is valid for one year and is set for auto-renewal.

Note - This certificate encrypts the connection between the CDN servers, which host a copy of your site,
and your website visitors.

It does not encrypt the traffic between your web-server and the CDN edge servers.

+  You need to upload your own certificate to encrypt CDN <--> origin site traffic. See 'Upload your own SSL
Certificate' for more details.

Option B - Create a CNAME record which points to Comodo
+  Scroll to 'Option B - Create CNAME record pointed back to Comodo'
«  Select 'Click here for more details'
«  Select 'Click here for more details' beside 'Option B - Create CNAME record pointed back to Comodo'

peed g U YOUr oWl saL uplion

4 In order fo activate Free Basic SSL, you must add

CNAME record generated to your DNS. When you

click 'Activate Basic SSL' now, you will see CNAME
that must be added to your DNS. Once CMAME is
entered your Free Basic SSL will be activated
automatically. Please remember that it takes some
time for new DNS records to become visible. When
your certificate is activated you will see it under
'Complimentary S5L (Edge Certificate)' section.

«  Click the 'Activate Basic SSL Now' button:

Option B - Create CNAME record pointed back to Comodo > Click for more details

# In order to activate Free Basic SSL, you must add
mi'.’ CNAME record generated to your DNS. When you
click 'Activate Basic SSL' now, you will see CNAME
Activation mey take = coupe o 1hat must be added to your DNS. Once CNAME is
hours. Please be patient. When entered your Free Basic SSL will be activated
your certificate is activated and automtically_ Please remember that it takes some
installed, you will ses b under - gime for new DNS records to become visible. When
Complimentary 55L {Edge
Cerfificate} section. your certificate is activated you will see it under
"Complimentary SSL (Edge Certificate)’ section.

i. Add CNAME genereated below to your DNS. Once you add these records to
your DNS, your Free Basic SSL will be activated automatically.

CNAME KEY:
_dbb39%eddbeae27d18469213bb4230e86

CMNAME VALUE:
275356064 3e724cebdabd3f87cB8559f.16cb2ab91adia2a542e5d813234bede3.comodoca.com

cWatch generates a CNAME record for domain control validation.

+  Make a note of the CNAME KEY and CNAME VALUE records
+  Go to your site's DNS management page and enter the new CNAME key and CNAME records

+  See https:/Isupport.google.com/domains/answer/3290309?hl=en if you need more help on
this.

«  After the CNAME records are added to your domain's DNS settings, the certificate will be activated and
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deployed to the edge servers. It may take up to two hours to complete.

Once activated, you can see the certificate in 'Settings' > 'SSL', listed under '‘Complimentary Comodo SSL (Edge
Certificate)'.

Complimentary Comodo SSL

(Edge Certificate)
Automatically enable a FREE basic encryption-only SSL certificate to secure the CDN edge
server connection. This complimentary solution will NOT secure the connection between

your origin server (where your site is hosted) and the our web CON (where your site will be
cached) unless you have a certificate installed at your origin server. Data sent from the
CDN edge to your origin server will be unencrypted and vulnerable. To fully secure your
website, youw'll need to bring your own SSL certificate and upload or purchase one and
upload. See above option.

Domain cwatchdemo.com
Expiration date Jan 23, 2020 (365 days left)
Wildcard Mo

+ Note - This certificate encrypts the connection between the CDN servers, which host a copy of your site,
and your website visitors.

+ It does not encrypt the traffic between your web-server and the CDN servers.

+  You need to upload your own certificate to encrypt CDN <--> origin site traffic. See 'Upload your own SSL
Certificate' for more details. See 'Upload your own SSL Certificate' for more details.

474 Configure CDN Settings

«  The Content Delivery Network (CDN) accelerates site performance and adds security to your websites.

+  Make sure you have configured the DNS settings of your website to use the CDN. See 'Domain
Configuration Instructions' for more information.

Once configured, the CDN service will:

+ Accelerate performance by delivering your website content to your visitors from data centers closest to their
location.

«  Forward event logs to the Comodo CSOC team who will monitor your traffic to identify anomalous behavior
and threats.

+  Provide Comodo web application firewall (CWAF) protection for your domains. The CSOC team constantly
improves the Mod Security rules in the firewall to provide cutting edge protection for our customers.

To open the CDN Settings page
«  Click the 'Settings' cog icon underneath your username
«  Click 'Manage Settings' in the row of the site whose DNS settings you want to configure.
+  Open the 'CDN' tab
OR
«  Click on the website you wish to configure in the left-hand menu then choose 'Settings'
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+ Open the 'CDN' tab

Malware Scan Domain SSL WAF Trust Seal

CACHE SETTINGS

(3 Set Default Cache 1 Day |
Time

(1) Cache Control

1 Day ~|
Header
@ Use Stale Semve expired content
@ Query String | Treat as separate cacheable item

() lgnore Cache

gnore max age set by the origin
Control

Cache Settings

Cache Settings - Table of Parameters

Parameter Description

Set Default Cache Time |Define how long content fetched from your web servers by the CDN should remain in the
CDN cache.

This is useful if your website's cache control headers (CCH) are not used or ignored by
the browser on your visitors computer.

Background Note: Cache Control Headers are used to specify how long content fetched
from site should remain in the browser's cache. The local cache is used by the browser to
render the site when it is re-visited by the user, avoiding the need to fetch the content
again from the server.

Cache Control Header  |The validity period of the CCH on the end-user's web browser.

This defines how long cached content in the web browser can be reused without checking
the web server for updates.

Use State Select 'Serve expired content' if you want the CDN to deliver cached content when:
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«  The CDN is currently checking the website for updated content
«+  Your website is down.

Query String Treat as separate cachable item' - web-pages with query string parameters (e.g. '?
g=something’) will be cached as separate files.

This will instruct the CDN to update cached files whenever the original pages are
updated.

Ignore Cache 'Ignore max age set by the origin' - Visitor's browsers will ignore the time to live (TTL)
and header expiry settings of your web-pages.

Web browsers will use the 'Set default cache time' setting for the cache time.

+  Click 'Update Cache Settings' for your changes to take effect.

Purge Files
PURGE INDIVIDUAL FILES PURGE ALL FILES
File Purging clears the site or file cache on the edge
Path servers and gets rebuilt from the origin on the next

request.

—

Purge CDN Cache on Edge Servers

Purge Individual Files  |Remove specific files from the cache so that the CDN is forced to check your website the
next time the files are requested.

«  Enter the URI of the file in the text box and click the green '+' button
+  Repeat the process to add more files
+  Click 'Purge'

Purge All Files Remove all files from the cache so that the CDN is forced to check your website the next
time the files are requested.

«  Click 'Purge’

Site Settings

O Origin IP Resolution ﬁ
Origin IP
199.191.50.184

© Custom Host Header

testmypc.com e

© Origin Protocol
http./estmypc.com e

+  Origin IP Resolution - Choose whether or not the CDN should use DNS servers to resolve the IP address
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of your web server. This depends on whether your server uses a static or dynamic IP address.

« If your server uses a static IP address, enable 'Origin IP Resolution'. The CDN will fetch your IP
address by domain look-up, save it and display it in the 'Origin IP' field. The CDN will use this IP
address to fetch the files from your web server. This will save time for content delivery to your
website visitors.

«  If your server uses dynamic IP address, disable this option. The CDN will use DNS services to
resolve your P address.

«  Custom Host Header - If the host header for your site is different to the domain name, enter the custom
host header in this field.

«  Origin Protocol - Choose whether the CDN should use website with SSL certificate or not.
+  Click 'Update' for your settings to take effect.
Edge Settings

EDGE SETTINGS
Gzip Compression
® P P Serve compressed files with GZip

Content Di iti
@ Content Disposition Force files to download

(i) Remove Cookies L
Ignore cookies in requests

Pseudo Streamin .
@ 9 Enable pseudo stream seeking

Add XFF Header
@ «| Add X-Forwarded-For HTTP Header

Add CORS Header
@ Allow Cross Origin Resource Sharing

Enable WebP .
® Allow separate caching for WebP files

Edge Settings - Table of Parameters

Parameter Description

Gzip Compression - Reduces the size of files for faster network transfers. Optimizes bandwidth usage and
Server compressed files |increases transfer speeds to browsers.
with GZip

Content Disposition - Forces the files to download instead of showing the content in the browser
Force Files to download

Remove Cookies - CDN ignores header cookies
Ignore cookies in
requests

Pseudo Streaming - Plays media files (FLV and MP4 files only with H. 264 encoding)
Enable pseudo stream
seeking

Add XFF Header - Add |ldentifies the actual client source IP address.
X-Forwarded for HTTP
Header

Add CORS Header - Adds 'Access-Control-Allow-Origin' header to responses
Allow Cross Origin
Resource Sharing

Enable WebP - Allow Currently being developed by Google, WebP is an image format that provides both lossy
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separate caching for and lossless compression. If enabled, cWatch will have separate cache for these files.
WebP files

+  Click 'Update' for your settings to take effect.

4.7.5 Configure WAF Settings

+  Click the 'Settings' cog icon underneath your username
- Click 'Manage Settings' in the row of the site whose DNS settings you want to configure.
+  Open the 'WAF' tab

OR
«  Click on the website you wish to configure in the left-hand menu then choose 'Settings'
+  Open the 'WAF' tab

cWatch ships with built-in rules for the web application firewall (WAF) which provide the highest levels of protection
for your website.

+  Firewall tasks include preventing SQL injections, preventing bot traffic and more.

- There are several types of WAF policy, each with a set of constituent rules. You can enable or disable rules
as required.
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Malware Scan Domain S5L CDN @ Trust Seal

WAF SETTINGS

Cur Web Application Firewall (WAF) blocks hacking attempts, such as S0L injections and XS5, and malicious bot
traffic by default. However, you can easily customize rules and policies to achieve your desired level of
protection.

If WAF is disabled, WAF policies zlso be disabled
WAF POLICIES
NAME STATUS

Application DDoS Protection

& lUser Agents

& WAF & OWASP Top Threats

© CESAF Atftacks

& I[P Reputation

& Behavioral WAF (advanced threat protection)
Anti Automation & Bot Protection
CMS Protection

@ Alow Known Bots

& SPAM and Abuse

WAF Status

+  Switch WAF protection on or off:

traffic by default. However, you can eas

us m WAF is enabled

izabled, WAF policies also wil

WAF Stat

o
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Note - if you disable WAF protection then no firewall policies will be applied. Any custom firewall rules will also be
disabled. See 'Configure Firewall Rules' for more information.

WAF Polices
«  This section lists all WAF policies and rules.

+  Click the '+' symbol to view specific rules in a policy. You can enable / disable rules as required.

WAF SETTINGS

COur Web Application Firewall (WAF) blocks hacking attempts, such as S0L injections and X535, and malicious bot
traffic by default. However, you can easily customize rules and policies to achieve your desired level of

protection.

WAF Status ﬁ: WAF is enabled

= |f WAF iz disabled, WAF policies also will be disabled

WAF POLICIES

NAME STATUS

Application DDoS Protection

@ User Agents

@ WAF & OWASP Top Threats

@ CSAF Attacks

@ |IP Reputation

@ Behavioral WAF (advanced threat protection)
@ Anti Automation & Bot Protection

@ CMS Protection

@ Allow Known Bots

& SPAM and Abuse

+  Name - Label of the built-in WAF policy.
- Status - Indicates whether the firewall is enabled or not. 'Passive' indicates the firewall is disabled.
To enable / disable firewall rule(s)

+  Click on a firewall category to expand / collapse its subcategories:
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WAF POLICIES

NAME STATUS

Application DDoS Protection

& User Agents

© WaAF & OWASP Top Threats

© C5SRF Attacks

& |P Reputation

© Behavioral WAF (advanced threat protection)
@ Anti Automation & Bot Protection

& CMS Protection

€& Allow Known Bots
Google bot
Google ads bot
Google Mediapartners bot
Microsoft MSN bot
Wicrosoft Bing bot
Facebook External Hit bot
Twitter bot

+  Use the check-boxes to enable or disable particular rules.
«  Any changes will be deployed in approximately a minute.

4.7.6 Configure Trust Seal

«  The trust seal proves to your visitors that your site is malware free and enjoys 24/7 protection by one of the
leaders in online security.

«  This helps build the trust you so often need to convert website visitors into paying customers.
+  The site seal is available in multiple languages
Add the trust seal to your website
+  Click the cog icon above the navigation menu to open settings.
+  Click 'Manage Settings' in the row of the website that you want to configure
OR
+  Click the website name on the left menu, then 'Settings'
+  Select the 'Trust Seal' tab:
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Malware Scan Damaln S5L CDM WAF

Select Language $HEN

Whaen displayed on your site, the Trust Seal badge snsures your customers that
viSIting your site and providing information on your site |5 safe.

Trust Seal that will be displayed on your site when no makvare found
RECENTLY RECENTLY
SCANNED SCANNED

Trust Seal that will be displayed on your site wihen no m

PROTECTED PROTECTED

®Light Dark

@ |7 scans T3il, matware is found, or protection 15 csatded then site visiors will not b2 akeres

o any problems. Within a few days we will remove the seal from the site and replace it with a

singhe pixed lransparenl image. Al no point W

website has malware, a falled scan or no proteciion

e display any indcalion Lo visilors thal a

=@ href="hitps: ioww venfytrusiseal comdvenfication!

ey JhbGCiCILZIIMIISINRS IRpXWIC1S ey kD2 ThaWsJZCIGH IMZUZIWid GoWLIRD LS
awdodClsimhvcIRUYW 1 ljoibE9naWdu Y 3dhdGNoLmiybWOkby 5jb2LCIsYWEndWFn
£SM6ImVUI R IEWE O osoh TLIAM | QSMEAIT0 KDFADUY 25LYI002aany M TC1BXn Y2 S5HN
quiPyeDvd?clang=en” targel="_blank"=<img

sre="hitps.Joww verifytrusiseal comfsealley JhbGoiDidiUzl 1NasInRScClGIkpXWCJ9 ey kb

2 1haWs 2 GG MZLUZIMIgEhEWLIOLS aWhoaC s Imhvc 3Ry WA 1eIbG 9naW4uy Sdhd
GNoLmNYBWI KDY S]b2 L CIsYWEBNdWE nZSIEImAuliwiaWENjoxNTQ4MjQsMAITD KRG ~
ALY 2S00 2dnWiMTC 1 BXnYZ  S6RngxdPysOvd Folang=en® shie="max-width 240 b

1.Copy the code from the text Dox
2 Paste the code into your website's code

Generally, the seal should be placed in the footer of your website's code. However, it can be
pasied in the fooler, header, or any specifiic place you would like the seal to be seen by

WISIOrs

«  There are two types of seal - 'Malware Free" and 'Protected'. The type shown on your site depends on the
following conditions:

« 'Malware Free' - Displays if your site is not blacklisted and has no malware.

«  'Protected' - Displays if your site is not blacklisted, has no malware and both CDN and Web
Application Firewall (WAF) are active.

Here are some sample scenarios:
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Trust Seal Conditions

Blacklisted Malware Last Malware CDN Trust Seal shown
Scanner Scan
CName A Record
No Enabled Clean Yes Yes Yes 'Protected' Trust Seal
No Enabled Clean No Yes Yes 'Protected' Trust Seal
No Enabled Clean No No Yes 'Malware Free' Trust Seal
No Enabled Clean No No No 'Malware Free' Trust Seal

+  No negative messaging is shown if your site fails a scan/appears on a blacklist. After a grace period, the
seal will simply disappear, replaced by a transparent single-pixel image. The seal will reappear when the
issues are fixed.

Select the language which should be used in the trust seal
«  Follow the instructions in the settings page to add the seal to your web pages.

5 The Settings Interface

- The 'Settings' interface lets you configure and manage website settings and DNS records.
To open the 'Settings' interface
+  Click the 'Settings' cog icon underneath your username
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SETTINGS

SITE

one.bh1-cwatch.online
nurd.gg

wp. fowlercwatch.com
cwatchweb.ml

cwatch.pp.ua

testmmypc.com
whatismyipaddress.com
imap.nurd.gg

nurd.ga

nurd.tk

com-services-vip.testmypc.com

LICENSE

Premium

Basic

Premium Trial

Pro Trial

Pro Trial

Premium Trial

Pro Trial

Pro Trial

Basic

Basic

Premium Trial

Basic

Premium Trial

Basic

X

SETTINGS

Manage Settings

Manage Settings

Manage Settings

Manage Settings

Manage Settings

Manage Settings

Manage Settings

Manage Settings

Manage Settings

Manage Settings

Manage Settings

Manage Settings

Manage Settings

Manage Settings

IManage DNS

IManage DNS

Manage DNS

Manage DNS

IManage DNS

Manage DNS

Manage DNS

IManage DNS

Manage DNS

Manage DNS

Manage DNS

Manage DNS

Manage DNS

Manage DNS

" = = = = = = = o= = = = .

[ [}

Settings Interface - Column Interface

Column Header Description
Site Website URL.
License Type of license associated with the website.
Protection features vary according to license type. See License Types for a license
comparison.
Settings +  Manage Settings - Configure FTP, Malware Scan, Domain, SSL, CDN and
WAF for your website(s). See Website Configuration more details.
+  Manage DNS - Add and manage your DNS records. See Manage DNS
Records for more information.
Manage DNS Records
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You can add multiple DNS records to route traffic through the CDN service. Adding and managing DNS records is
similar to what you do in your webhost's DNS management page.

+  You can only manage DNS records in cWatch if your nameservers are pointed to Comodo. See 'Option A -
Change your domain's authoritative DNS servers to Comodo' for more information. Please note - this
option means you will only be able to manage DNS settings in cWatch. You will not be able to manage them
from your host's DNS manager.

+ If you selected 'Option B - Enter DNS records explicitly', then you must use your webhost's tools to
manage your DNS records. Any updates to DNS records that you make in the cWatch interface will have no
effect.

To manage your DNS records
+  Click the 'Settings' cog icon underneath your username
- Click 'Manage DNS' in the row of the site you want to configure:

SETTINGS
SITE LICENSE SETTINGS
cwwiest pp.ua Premium Manage Settings | Manage DNS i
one.bh1-cwatch.online Basic Manage Setting®] Manage DNS i
nurd.gg Premium Tria Manage Settings | Manage DNS i

The 'Settings - DNS' page of the selected website will open. Scroll down the page to the 'DNS Records' section:
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SETTINGS - DNS - *.PIXELSFIGHTING.COM

DNS Recards
o traffic tough Comado Cyber Secy DN

TVPE MAME

HAME

record/'s pointed to your origin server exposing your origin
P adidress.

Type Name Value TTL

TYPE HAME WALUE TTL STATUS

1

DNS Records - Table of Parameters

Column Header Description

Type DNS record type

Name Entered name for the record

Value Configured value for the record

TTL Time-To-Live value for the record

Status Indicates whether the website is protected or not. Status icon in green indicates, the site
is added for protection. Please note protection is available for websites (if not enrolled
already to cWatch) added for CNAME and A records.

Trash can icon Allows you to remove a record from the list

To add a DNS record

The procedure to add a DNS record in cWatch is similar to what you do in your regular DNS management page.
+  Type - Select the DNS record type from the drop-down
+  Name - Enter an appropriate name for the record

+  Value - Enter an appropriate value for the record. For example if CNAME is selected, then enter the alias
domain name

«  TTL - Time-To-Live value for the record. Select the TTL period from the drop-down.
+  Click 'Add Record' after entering the required parameters
The record will be added and displayed:
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TYPE HAME VALLE TTL ETATUS
A 10718012118 1 hor ﬁ,
[:.l-ii-'-dl' _37fd3ns01 7adce) ehla3cieas2ncds dce02E55501 4307 FAET 6a41 8 Tabdc 70T 29800Me4233 2068765 W v ﬁ ] ]
CHAME _bardZaceicoen 432 0e0cha ratra e bdSefd288 159 26a79588346C0BM 1030105041 SIS 512001 71 09H T ¥ ﬁ ]
subtfarmain 107.180.12.116 =

You can enable protection for a site after adding the DNS record. See below more on this.

«  See https://support.google.com/domains/answer/3290309?hl=en if you need more help on changing
nameservers

Configure cWatch protection for a site

+  Click the @ icon beside the DNS record
« Ifthe website is licensed then the protection starts after you click the icon.
+ Ifnot licensed then the 'Add Website' wizard will starts.

The website name pre-populated. The wizard starts at 'Step 2- Select License'.

«  The drop-down menu lists any unused licenses you have on your account. You can apply one of these
licenses if available.
+  Click '‘Buy a license' if you don't have any existing licenses. Click here if you need help with the order form.

ADD WEBSITES

2

Add Select Site Provisioning

Website License In Progress

Step 2 - Select License
Site will be added with selected license type

Pro (1 Site / 31 days left) E|

Learn more

«  Click 'Finish' to apply the license
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Your site is being added.

This may take several minutes.
Please wait..

cWatch will validate your request then show the following confirmation message:

— 00—

Add Select Configure
Website License Settings

Step 3 - Configure your settings

Congratulations your site is added!
To complete your setup go to 'Settings’ page

Need help? Please contact with our support professionals on 'Live Chat

W Get Started

Click 'Get Started' to activate cWatch protection on your site:

Protection started successfully for selected record

A green cWatch icon is shown next to protected sites - a
If you do not have any licenses available then you will be asked to purchase a license:
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Add Select Site Provisioning
Website License In Progress

You don't have license to register new domains. Click to buy a license.

+  Click '‘Buy a License'.
«  You will be taken to the license order form:
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Comodo cWatch Web Security

."/’

Meaed As a?

COMODO | Creating Trust Online™ 888-351-795

Shopping Cart Account Details Complete Order

C% cWatch Web Security - Pro PAID {1 Domain)

Please select license period :

Cwa[Ch cWatch Web Security - Pro PAID (1 Domain} E
= Monthly ) 1year ) 2years ) 3years
Domains : '''''''' 1 ....... ‘ £9.90

TOTAL : 59090

ENTER CUSTOMER DETAILS

() Existing Comodo User Register a new Comodo account with your e-mail address.

E-mail address * :
® New Comodo User 1
| |

PAYMENT DETAILS

Cardholder Name = :
i

Credit Card No. ™ :

Satisfaction Guaranteed,
CW" H !Explrﬂtlon Date = : o Qricstions Asked *

@ [ )

|| I'have read and agree to the End User license/Service Agreement Continue »

+  Select the license you want from the drop-down. See License Types for more details about the
features of each license.

«  Choose the license period.

+  Select 'Existing Comodo User' and enter your username and password.

«  Complete the payment details section.

+ Read the 'End User License/Subscriber Agreement' and tick the checkbox to agree.

+  Click 'Continue'. After your order has been successfully processed, you will see the order
confirmation screen.

«  The new license is added to your account and can be applied to the site in cWatch.
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To remove protection from a site

«  Click the icon in the status column beside the record

Remove

Protection

ki

A success message will be displayed:

Protection removed successfully for selected record

To remove a DNS record
«  Please note you can remove a record that is not cWatch protected
«  Click the trash can icon beside a record
«  Asuccess message will be displayed:

DNS record successfully deleted

To remove a website from cWatch protection
+  Click the gear icon on the left to open the 'Settings' interface
+  Click the trash can icon in the row of the website you want to delete:

b~ -
LICENSE SETTINGS
i Manage Settings | Manage DNS
Manage Settings | Manage DNS

Warning: If you remove the site you will not be able to Manage Settings | Manage DNS

resusciate it later. All information will be deleted.
Manage Settings | Manage DNS
Do you still want to remove "com-services-
vip.testmypc.com” Manage Settings | Manage DNS
Enter Site Name:
Manage Settings | Manage DNS

* If you have configured your DN5S remember to roll Manage Settings | Manage DNS
back your changes. —_—
Manage Settings | Manage DNS

Manage Settings | Manage DNS

|

Bacin Manana Settinae | Manana DK S
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Enter the website name in the field for confirmation and click 'Remove Site'

Removing a website will remove its data from cWatch and revert the DNS settings. Its traffic will no longer
be routed through the CDN.

The license used for the website will become available for adding a new website.

6 Upgrade Licenses for Domains

You may want to upgrade your cWatch license if:

You wish to enable the superior protection features afforded by a Pro or Premium license
+  You want to add sub-domains for a website
To upgrade your license

Click 'Dashboard' then click the name of the site you want to upgrade
Click the 'Upgrade to Pro License' or 'Upgrade to Premium License":

“ dragen comodo com A

20 Decemnber 2018 05:30

License Type: BASIC Licerse Expiration Date: 29 December 2018 05:30
Last Malware Scan Date: -

Lagt Vulnerability Scan Date: —

BAEIC
Regutation
Ligprsde 1 FROLicaras Uipgrsde v FREMILM Licenss =
Wulnerabllities
Makware

CDH

+  Choose the license specs you want from the drop-down:

Upgrade to PRO License

Pro (1 Site / 30 days left)

Pro (1 Site / 20 days left)

+  Click 'Yes' to apply the upgrade:
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DO YOU CONFIRM?

License of dragon.comodo.com will be upgraded

o

If you do not have any licenses available then you will be taken to the license purchase page:

®

Select a plan

cWatch

1 12 24 36 $24.90 $9.90
Month Months Months Months -month- month-

Enable your protection plan.

Malware detection and removal

Security information and event management

24 17/ 365 Cybersecurity Ops Analysis

Managed web application firewall

Content delivery network

Technical support

C 8 8 8 8 8 9
C 4 X X {9

30 days money back guarantee

(/ Continue |

«  Select the license period and type. See License Types for more details on the features of each license.

«  Click 'Continue'
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Process Payment

Payment Profile S

Card Number

# visa ] 22 ] oo fAM o YYYY CVC
Cardholder Name Total License Period
Mame displayed on card UsD324 90 Monthly
[JPriease read and accept End User License/Service Agreement Subtotal
Order Summary $24.90
$24.90 / Monthly / PREMIUM plan / dragon.comodo.com Savinas
$0.00
Total
$24.90
Billing Adress A
Company Name Phone Number
Adress BAdress 2
City State
Country Postal Code
™
I'm not a robot
reCAPTCHA
Privacy - Terms
Li Process Pa}-'rnent)
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«  Complete the payment details section
+ Read the 'End User License/Subscriber Agreement' and tick the checkbox to agree
«  Enter your billing address

«  Complete the captcha verification and click 'Process Payment'

Finish
Watch Need help? Contact Support
You paid $24.90 USD
1 x PREMIUM Licenses $24.90 USD
Discount $0.00 USD
Domain:
Subscription:
Total $24.90 UsSD
™ You'll receive an order checkout confirmation by email to cwdemo@cwdemo.cor

«  The license for the domain will be upgraded to the selected license type

«  You will also receive a order confirmation email.

7/ Manage Your Profile

«  The 'Profile" interface lets you view and edit personal information and notification preferences.

+  You can also change your password for cWatch and Comodo Account Manager
(https://laccounts.comodo.com ).

+  Click the = icon to open the profile screen:
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C% PROFILE

Email(s) & demo@cwatchdemo.com

Navigation

# Edit Profile

1§ Dashboard

cwatchdemo.com >

The "Profile interface lets you:

- Edit your profile

+  Change your password
Edit your profile

+  Click = in the left-hand navigation
«  Click 'Edit Profile'

EDIT PROFILE

Subscription Email(s) demo@cwatchdemo.com n

Add new e-mail adress

Close ol Save

+  Subscription Email(s) - The email address you entered during sign-up.
« All alerts, account and license emails are sent to this address.
« You edit this address, and/or add more addresses to receive these mails.
+  Click 'Add new e-mail address' to add an alternative address:
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Subscription Email(s) — ﬂ

Add ne

e-mail adress

Subscription Email(s)

example@mail.com

You will get system emails for the following:

+  Account Creation

+  Purchase cWatch Web

+  Malware Found

«  When license is expired

«  When a license is distributed for the first time

«  When a license is distributed by partner

«  When license is expired

«  When a license is distributed by partner

«  When alicense is purchased or distributed to customer by partner
+  Click 'Save' for your changes to take effect.

To change your password

+  Click = in the left-hand navigation
+  Click the 'Change Password' button

Please keep in mind that after changing your password here, you will be using your
new password to access Comodo Account Management (CAM) systemn as well.

Current Password
Mew Password

Confirm New Password

Cancel
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+  Enter your old password, new password and re-enter your new password in the respective fields
+  Click 'Change Password'

You can use the new password to login to both cWatch and Comodo Accounts Manager.

8 Get Support

«  cWatch live chat support is the fastest way to get help to configure your domains.

- Support chat is included with all cWatch license types, including the free 'Basic' license.

+  Click 'Online - Chat with us' at the bottom-right of the interface to chat with a Comodo support technician.
Launch a chat session

+  Click the 'Chat with us button' at the bottom right of the cWatch interface.

- Enter your name and email address in the respective fields

«  Type your message

+  Click 'Start chat"

Online - Chat With Us -

Welcome to Live Chat. Please enter the
information below to chat with a
representative.

our cmal

-----------

Powered by %) Help.com

- ]
|5 minutes et

Online - Chat With Us

|5 minuTes g
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Within seconds, a Comodo Support Technician will respond in a chat window and ask you to describe the problem.

Chatting with Victor
L)
OU are curren numoer §ir eue
You are currently speaking to Victor
Victor 325 PM
Hello! My name is Victor. |
will be assisting you with
tWatch Web query!
W
oE =
Powered by (E) Help.com

+  Start chatting! Use the chat window to explain any problems you are having. The technician will offer advice
accordingly.

«  End the chat - click the hamburger icon at bottom-right and choose 'End Chat'
+  You are given the option to save the chat for future reference.
+  Click 'Send Transcript":

Please Rate your Chat -

Chat ended by Victor at 5:41 PN

Rate This Chat!

Please click on one of the options below to
rate your experience.

] e

Leave a comment

Submit Rating

W

Send Transcript Q&8 Start a New Chat

Powered by @Hélpwn
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Confirm the email address where you want to receive the script.

raitn
a5 &

Leave a comment

Submit Rating

Email Transcript

Please confirm the email address below

«  Click 'Send Email'

m

Transcript Sent >

Transcript Sent!

¥ou should be receiving your chat transcript
momentarily.

Start a New Chat

Powered by (S Help.com

You will receive the chat history at the specified email address.
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About Comodo Security Solutions

Comodo Security Solutions is a global innovator of cybersecurity solutions, protecting critical information across the
digital landscape. Comodo provides complete, end-to-end security solutions across the boundary, internal network
and endpoint with innovative technologies solving the most advanced malware threats. With over 80 million
installations of its threat prevention products, Comodo provides an extensive suite of endpoint, website and network
security products for MSPs, enterprises and consumers.

Continual innovation and a commitment to reversing the growth of zero-day malware, ransomware, data-breaches
and internet-crime distinguish Comodo Security Solutions as a vital player in today's enterprise and home security
markets.

About Comodo Cybersecurity

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative
cybersecurity platform that renders threats useless, across the LAN, web and cloud. The Comodo Cybersecurity
platform enables customers to protect their systems and data against even military-grade threats, including zero-day
attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most sensitive
data for both businesses and consumers globally. For more information, visit comodo.com or our blog. You can also
follow us on Twitter (@ComodoDesktop) or LinkedIn.

1255 Broad Street

Clifton, NJ 07013

United States

Tel : +1.877.712.1309

Tel : +1.888.551.1531
https:/lwww.comodo.com

Email: EnterpriseSolutions@Comodo.com
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